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3ATAJIbHA XAPAKTEPUCTHUKA POBOTH

AKTYaJIbHICTh TeMHU [IOCJII:KeHHsl. 3 Yacy MPOTOJIONMICHHS HEe3aJIeKHOCTI
VYkpainu, a Hagam i npuiiaaTTa KoHctuTyiii YKkpaiHu npaBHUKH 3/11MCHIOIOTH MOITYK
1 OOIpyHTYBaHHS ONTUMaJbHOI MOJENl po30yIOBU JEp>KaBU SIK CYBEPEHHOI 1
HEe3aJICKHO1, IEMOKpPAaTHIHO1, COIiaJIbHOI, MPaBOBO1 AeprkaBu. Pearizalis Takoi Mojaeni
MO>KJIMBA JIMIIE B JIepKaBl, B SIKIM CyBEpEHITET MOIIUPIOETHCS HA BCIO i1 TEPUTOPIIO B
MeXKax ICHYIUOIo KOPJIOHY, a HallloHaJbHa Oe3mneka 3a0e3neuyeThes B yCix cdepax
KUTTEISITBHOCTI CyCIIBCTBA Ta JCPKABU, BKIIIOUAI0YH 1HHOpMAIIIifHY O€3IIeKy.

HecuctemHuicTh migxomiB A0 3aKOHOAaBCTBa y cdepi 1HPpopMaliitHoi Oe3rneku
MPU3BOIUTH JI0 TUPAKYBAHHS BEJIMKOI KIJIbKOCTI HOPMaTuBHO-TIPABOBUX aKTIB PI3HOI
IOPUINYHOI CUJTH, SIKI (pparMEeHTapHO BPETyIbOBYIOTH CYyCHUIbHI BIIHOCUTH Y cdepi
iHopmariiinoi Oe3meku Ta 1i  3abe3nedeHHs. [IpukMeTHO, 110 3aKOHO/IABYE
BU3HAUYCHHS i1H(opMaliitHoi Oe3rneku MiCTUThCs Jiniie B 3akoHl Ykpainu «IIpo
OcHOBHI 3acaau pO3BUTKY 1H(OpMaLiIiHOTO cycniiabcTBa B YKpaiHi Ha 2007—
2015 poku» Ne 537-V Big 09.01.2007 p. 3okpema, 3rigHo 31 c¢T. 13 mporo 3akoHy
iH(opmartiitHa 6e3reKka — CTaH 3aXHUIIEHOCTI )KUTTEBO BAXKJIMBUX 1HTEPECIB JIFOJIUHH,
CYCIUIBCTBA 1 JEp>KaBH, MNPHU SKOMY 3aro0IraeTbcsi HAHECEHHS LIKOAM Yepes:
HEMOBHOTY, HEBYACHICTh Ta HEBIPOTIMHICTH 1H(OpMAIlli, IO BUKOPUCTOBYETHCS;
HEraTMBHUM  1HQOpMAIliWHUKA  BIUIMB, HETaTWBHI  HACHIJKK  3aCTOCYyBaHHS
1H(MOpMAaLIIITHUX TEXHOJOT1; HECAHKI[IOHOBAaHE MOIIUPEHHS, BHUKOPUCTaHHS W
HNOPYIIEHHS ITICHOCTI, KOH(IICHIIIHOCTI Ta TOCTYMHOCTI 1HQOpMAaIIii.

VY 3akoni Ykpainu «lIpo namionanpHy Oesneky Ykpainu» Ne 2469-VIII Bix
21.06.2018 3mict iHGOpMaIliiHOT O0€3eKH HEe PO3KPUBAETHCS, BOHA JIUIIIE BU3HAETHCS
OJTHUM 13 HaMpsIMiB JIEpKaBHOI MOJITUKH Yy cepi HalllOHAIBHOI Oe3MeKu 1 00OPOHH.
Tak camo 1 B 3akoni Ykpainu «lIpo Konmenmiro HarionansHoi mporpamu
iHpopmatu3zamii» Ne 75/98-BP Bix 04.02.1998. indopmairiiina O6e3neka Ha3UBAETHCS
HEB1JI’€MHOIO YaCTUHOIO IMOJITHYHOI, EKOHOMIUYHOI, 0OOPOHHOI Ta 1HIIMX CKJIAJI0BHX
HaI[IOHATBHOT O€3MEeKH, ajie caMe TIOHSTTS He JeTali3y€e€ThCs.

Biaznaunmo, 1m0 ocTaHHIMU pOKaMHU Y HAyKOBIIIB ITOYKBABUBCS 1HTEPEC JIO M€l
npobiemaTuku. Ha Tl 3arocTpeHHsi peanbHOi BIMCHKOBOI 3arpo3u TEpUTOPIaIbHIM
LUTICHOCTI YKpaiHu, HEMOPYIIHOCTI il JepKaBHUX KOPJOHIB Ta peajbHIA 3arposi
HaIllOHAIBHIN Oe3merl BKiIo4ardn iHhopMailiiiHy Oesnexy Ykpainu. lle 3maiinuio
CBO€ B1JOOpaXeHHsS y 3HAYHIM KUIBKOCTI HAYKOBUX JOCIIJKEHb, PE3YJIHTATOM SIKHX
CTaJIM HaJPyKOBaH1 Mpalll y4eHUX-KOHCTUTYL1OHATICTIB 1 IHIIUX MPaBO3HABIIIB.

Ha croroani BiTun3HsiHI BueHI-kKoHcTUTYIIoHANICTH (FO. Bapabam, K. benskos,
IO. bucara, O. bopucnasceka, 0. Bonomwun, JI. [Jdemxko, O. 303yns, T. Kocrenpka,
A. Kpycsn, O. Mapuensik, O. Hecrepenko B. Hecteposuu, M. CaBuun, A. CeniBaHOB,
B. Cepsorin, O. Ckpunaiok, O. Cosrups, B. ®enopenko, O. ®punpkuii, B. [llamosan,
B. llarino, FO. llemimyueHko Ta iH.) TOCTIKYBaIu OKpPEMI1 aCTIeKTH KOHCTUTYIIIHHO-
paBoBOro 3a0e3nedeHHs iHpopmaiiinoi 6e3neku B Ykpaini. [Jo Toro x, y 20162020
pOKax IMOCWJIMBCS I1HTEpPEC YKpPAaiHCBKMX BUYEHHX 1 €KCIEpPTIB 10 JOCIHIIKEHb
¢deromenomorii  T.3. «riopunnoi BiHm» (B. TopOymin, A. Jlopomikesud, O.



JKaiBoponok, O. JIutBunenko, €. Marga, C. Makcumos, I'. Cacun, T. UepHenko ta
1H.), iHpopMmariitHux BoeH (B. Anemenko, FO. 'opOans, I'. [louenmos, €. Ckymu,
[1. Tkauyk 1 1H.), mpoOiem iHpopMaiitHoi 6e3neku B Ykpaini (I. bognap, O. JloBrans,
A. I'anpuuncekuii, B. Jlinkan, A. Mapymak, 1 iH.), y TOMy 4ucii i y kibeprpoctopi
(M. I'paitBoponchkui, I1. lemuenko, I. Cominko Ta iH.).

BpaxoByroun MOpIBHSAIBLHO-TIPABOBUN  XapakTep JOCIDKEHHS MpobieM
KOHCTUTYIIHHO-TIPABOBOTO  3axUCTy 1H(}oOpMalliiftHoi Oe3nmeku y  JOCHiKEHH]
BUKOPHUCTaHI HAYKOBI 3100yTKH Takux 3apyOikHux ydyenux sk [. bemn, II. bepman,
. bnek, H. Beitactok, P. Benrsyn, Ix. l'omnemic, [[x. Jlemmamiana, I1. JIpaxep,
T. Croyn’ep, M. Kacrensc, X.Makrperop, WM. Macyna, K. Meii, X. Iippirr,
E. Todbdnep, ®. Vebderep, II. Kemnep, JI. Kemn, M. Kirrimann, B. Knsitnsexrep,
178 Kyp6anii, JI. Jleccir, E.Ilakapn, II. ITomancki, J[. Iloct, JIx. Paiigenbepr,
JIx. Pomxkepe, A. Tym, JI. Comam, M. Taync, I1. ®pensici, I1. Bapn, JIx. Xapr,
M. YaHr Ta iH.

Pa3oMm 13 TUM KOMIUIEKCHUX JIOCHI/PKEHb MpoOJieM Teopii Ta MpakTUKH
KOHCTUTYIIIHHO-TIPABOBOTO 3a0e3nedeHHs 1HGopMaIliiHOT Oe3MeKN CyJyacHUX JIepiKaB
CBITY, B MIOPIBHSJILHO-TIPABOBOMY acCII€KT1, 10 ChOT'OJIHI B YKpaiHi Ta 3a KOPJOHOM HE
npoBoauiochk. HaTomicTe moTpeba B HaJIEKHOMY TEOPETHUKO-METO0JIOTTYHOMY
3a0e3MeUYeHH] KOHCTUTYIIITHO-TIPAaBOBUX 3acaj iHdopmarriitHoi O0e3neku YKpainu, i3
BUKOPUCTAHHSAM HAYKOBUX 3100YyTKIB 3apyOlKHUX JIepXkaB, HacamIepes] Jep’KaB-
ydgacHuir €C, a TakoX HalpalfoBaHHsS NPOMO3MUINN 100 BIOCKOHAJICHHS
BIMOBIAHOT MPaBOTBOPYOi Ta TPABO3aCTOCOBHOI MpaKTUKU 30epira€ CBOIO
aKTyaJIbHICTb.

38’30k po00TM 3 HAYyKOBMMH MpPOrpaMaMu, IUIAHAMH, TeMaMM.
Hocnimkenns BianoBigae « KoHueniii BIOCKOHAIEHHS CYJI/IIBCTBA JJIsl yTBEPHKEHHS
CIPaBENIUBOTO CyIy B YKpaiHi BIAMOBIIHO JO €BPOINEUCHKUX CTAaHAAPTIBY, SKa
3arBepkeHa Ykasom Ilpesumenta Ykpainu 10 tpaBus 2006 poky 3a Ne 361/2006,
Crparerii pepopMyBaHHs IepKaBHOTO YNpaBiiHHA YKpaiHu Ha nepioa 10 2021 poky,
3arBepkeHi Po3nopsmkenusm Kabinery MinictpiB Yipainu 24 yepBas 2016 poky
32 Ne474-p, Crparerii pegopmyBaHHSI CyJOyCTPOIO, CyJOYMHCTBA Ta CYMINKHUX
npaBoBux 1HCTUTYTIB Ha 2015-2020 poku, 3arBep/ukeHit Ykazom Ilpesupenrta
VYkpainu 20 tpaBus 2015 poky 3a Ne 276/2015, [IpiopureTHuM HanpsiMmam pO3BHUTKY
npaBoBoi Hayku Ha 2016—-2020 pokwu, 3arBep/pkeHNM [oCcTaHOBOIO 3arajibHUX 300DiB
HarionansHoi akajgemii npaBoBux Hayk Ykpainu 3 6epesns 2016 p., Crparerii ctanoro
po3BUTKY «Ykpaina — 2020», 3atBepkeHid YkazoM I[Ipesunentra Ykpainu 12 ciuns
2015 p. 3a Neo5/2015, koMIIIEKCHIM HAyKOBO-AOCHiAHIA TeMi TaBpilichKOro
HalllOHAJIbHOTO YHiBepcuTeTy iMeH1 B.I. BepHanacekoro «®enomen riOpuIHOi BiiHU B
CY4acCHOMY COIIIOKYJIBTYPHOMY Ta TEOMONITUYHOMY KOHTEKCTax» HOMEp JAep KaBHOI
peectpartii (01170U004667).

Meta i 3aBaaHHsi J0CJiuKeHHsl. Memoio nmucepTamiiHoi podOTH €
PO3pOOTCHHS TEOPETHUKO-METOMONOTIYHAX Ta KOHCTHTYI[IHHO-TIPABOBHX  3acajl
3a0e3neueHHs 1HPOpMaLIiHOI Oe3MeKH, K BaXJIMBOI (PYHKIT Cy4yacHUX AEpXkKaB y



TpaHchopMaIlIiHUN TIepIO/l, a TAKOXK HaAMpalfOBaHHS MPOMO3UILINA YIOCKOHAJIICHHS
JOoro MexaH13MIB y CY4aCHHUX YMOBaXx.

JIns qocsATHEHHS 3a3HAUYCHOI METH CJIiJ] BUPIIIUTH TaKi 3a60aHHS.

— OOTpyHTYBaT  TEOPETUKO-METOMOJIOTIYHI ~ OCHOBH  KOHCTUTYIIIMHO-
IIPaBOBOTO 3a0€3e4eHHsl 1HPOpMaLiHOI Oe3MEeKH;

—  IPYHTYIOUHCh Ha METOMOJIOTIT CHUCTEMHOTO MiIXOMy, OXapaKTepH3yBaTu
reHe3y HayKOBUX JOCHTIIKeHb 1H(GOPMAIIHHOTO CYCIIbCTBA Ta 1HQOpMAIIHHOT
OC3IIeKH;

—PO3KpHUTH OHTOJIOTTYHHH, THOCEOJOTIYHMM Ta aKCIOJOTIYHHMH acCIeKTH
I1JIXO/1B 0 BUBYCHHS (PYHKITIH Jep)KaBU B CYYaCHHX YMOBAx;

—PO3KpPUTH cHUCTeMy 1H(OpMaIiiHOT Oe3NeKHu: MOHATTS 1 MPaBOBY MPHUPOLY,
CHiBBIHOILICHHS 1H(GOpMAIIiitHOT Oe3MeKn JepKaBu Ta 1HPOPMAaLiHOI BIHHU;

— 7aTy OTHOJIeHY 1HTEPIIPETAIlIIO CIIBBIIHOMIEHHS 1HPOPMAIIHHOT OE3MeKH 3
NIESIKUMU 1HIIIMMH BUJIaMH O€3IIEKU;

—BU3HAYUTU OCHOBHI MNPUHLMINM 3a0€3MEYEHHs JepKaBoro 1H(POpMaLIiHOI
0e3MeKH y KOHTEKCTI HOBEJI 3aKOHO/IaBCTBA;

—PO3KPUTH  OCOOJMBOCTI ~ MpPaBOBOTO  PETYJIIOBaHHS  3a0e3MedeHHs
1H(popMalliitHOT Oe3MeKu K O/IHI€T 3 HAaMBAXIIMBIIINX (DYHKIINA JEPIKABH;

— OXapaKTepu3yBaTH €BPOMEHCHKY MOJEIb 3a0e3mneueHHs 1HGOpMaIiifHOl
0e3MeKn Cy4acHUX JIEPKaB;

—BU3HAYUTU O3HAKM aMEPUKAHCHbKOi Mojeni 3ale3nedeHHs 1HGOopMaliiiHoi
0€3IeKH Cy4acHUX JEpPKaB;

—IpOaHali3yBaTu a3iiicbKy MojeNb 3abe3nedeHHs 1H(opmalliiiHoi Oe3rmeku
Cy4YaCHUX JIep>KaB;

—y3araJlbHUTH  TMO3UTUBHHUM  3apyOiKHMI  JOCBII  peamizamii  QyHKII
3a0e3neueHHs iHPOopMaIlIiHOT O€3MeKN CyJacHUX JEPKaB;

—BU3HAYUTH 3arpo3u iHdopmarlliiiHii Oe3reri: mpoOJleMyu BHU3HAYCHHS  Ta
TIOJIOJTaHHS;

— OOTpYHTYBaTH MUISIXW HAITOBHEHHS HOBUM 3MICTOM 1HCTHTYIIMHOI CKIaJ0BO1
3a0e3mneueHHs 1HGOpMaIlIifHOT Oe3MeKn YKpaiHChKOI Iep)KaBu Ta 1i yJOCKOHAJICHHS B
CY4acHHX YMOBaX;

—OKpECIIUTH  HampsIMA  YAOCKOHAJIGHHS ~ MEXaHI3MIB  3a0e3MeueHHs
1H(popmarliitHoT 6e3neKu Jep>KaBu: TECOPETUIHHI Ta 3aKOHOIABYNN BUMIPH;

—Ha/IaTH TPOTO3UIIIT MO0 HANPSIMIB YAOCKOHAJICHHS HOPMAaTHBHO-TIPABOBOI
CKJIJI0BOi MEXaHi3My 3a0e3nedueHHs 1H(opMalliitHOi Oe3MeKn yKpaiHChKOI Iep KaBu.

06 ’ekmom 0ocniddiceHHs € CyCHiIbHI BIJIHOCWHU, IO BUHHUKAIOTH y TPOIECI
KOHCTHUTYIIHHO-TTPABOBOTO 3a0e31eueHHs 1HpOpMaIiiHOT O€3MeKH CyJacHUX JepiKaB.

Ilpeomemom  OocniddicenHss €  KOHCTUTYIIMHO-TIPABOBE  3a0€3MEeUeHHS
1H(popmarriitHOT 6e3neKn CydacHHUX JepiKaB.

Memoou oocnioocenns. Po3B’sI3aHHSA DIOCTAaBIEHMUX 3aBIaHb 3IMCHEHO 3
BUKOPUCTAaHHSIM M13HaBaJIbHOTO MOTEHI ATy CUCTEMHU dimocodchKux,
3arajJbHOHAYKOBHX Ta CIELIAIbHUX METOAIB. ICTOpUYHUNA MIAX1 COPUSB BUSBICHHIO
3aKOHOMIPHOCTEW PO3BUTKY Ta AWHAMiKu (popmyBaHHsS 1H(DOpMariitHOI Oe3meku K



SBUILA, ii MOHATTSA 1 MPaBOBOI MPUPOIM, CHIBBIAHOUIEHHS 1H(OpMAIIHHOT Oe3MeKu
Jiep>kaBy Ta iHGOPMAITIHHOI BivtHY (miapo3aia 2.1); aHaii3 Ta CHHTE3 JJaB MOXKJIUBICTh
BU3HAYUTH O3HAKU, CYTHICTb 1 3MICT OCOOJMBOCTEHl TMPaBOBOTO PETYyIIOBAHHS
3a0e3neueHHs 1H(opMaIiitHOT Oe3MeKH K OJHIET 3 HAUBAXKIMBIMNUX QYHKIIIH Jep>KaBU
(miapo3min 2.4). 3a gomomMorow (GopMu aHaji3y — CUCTEeMarh3alli — BU3HAYEHO
CHIBBIIHOIICHHS 1H(QOpMAIIHHOT O€3MeKn 3 JESKUMH I1HIIMMH BUJAMU O€3MEeKH
(migpozniu  2.2). CTpyKTypHO-(QYHKIIIOHAJILHUM METOJA 3aCTOCOBAaHUM IIiJI dac
XapaKTEPUCTUKH 3a0e3MeUeHHs JIepKaBor iHpopMaliitHoi 6e3neku (miapo3ain 2.3).
[TopiBHANBHO-TIPAaBOBUII ~ METOJ  BUKOPHUCTAaHO JUIi  BHU3HAYCHHS  HAmpsMiB
YVIOCKOHAJICHHSI TPAaBOBHX 3acajl 3apyOLKHOro JOCBiLy peamzaiii  (yHKIi
3abe3redueHHs 1HpopMaIliiiHO1 O6e3MeKn cydyacHuX AepskaB (migpo3aum 3.1; 3.2; 3.3).
MeToau TiHTBICTUYHOTO aHali3y 1 TAyMaueHHS MPaBOBUX HOPM CIIPHSUINA BHUSIBICHHIO
OpOrajiMiH Ta I1HIIMX HEIOJIKIB 3aKOHOJABCTBA, BUPOOJICHHIO MPOMO3MUINN 100
BIOCKOHAJIEHHS HOPMATHMBHO-IIPaBOBOi  CKJIAJ0BOi  MeXaHI3My 3a0e3NedeHHs
1H(popMaliitHOi Oe3nekn ykpaiHchkoi AepskaBu (migposaunu 1.1; 4.3). Cucremuuii
HiaXig  AaB  3MOry  CQOpPMYITIOBAaTH TEOPETUYHE OOTPYHTYBAaHHS HEOOX1THOI
JaJIeKTUYHOI €JHOCTI 3arajibHOi cucteMu (DyHKIIN Jiep>kaBu y CydacHHX YMOBax Ta
MexaHi3MiB 3a0e3rnedeHHs 1HGOpMAIiiHOI Oe3neku JepxkaBu y cdepi myOIidHO-
MIPaBOBUX BIIHOCHH K 1i ckiagauka (miaposainm 1.2; 4.1; 4.2).

Hopmamueny ocnosy pobotu cranoBnath Konctutyuis Ykpainu, 3akoHu YKpainu,
MI>)KHApPOJHO-IIPABOBl aKTH, paTU(diKoBaHI YKpPaiHOO, 10 BHU3HAYAIOTh OCOOJIMBOCTI
3a0e3nedeHHs 1HpopMaliitHoi Oe3neKku Aep)kaBH, pillleHHS €BPONEHCHKOTO Cyay 3
IpaB JIIOAWHU TOLIO.

HaykoBa HOBU3HA o/ep:KaHMX pe3yJbTaTiB TMOJNSITa€ B TOMY, IO Y
JTUCEepTALliiHOMY JTOCIHIIKEHHI YIIEepIle Ha 3aca/lax METOJ0JIOr1i CUCTEMHOTO MiIXOTy
3 ypaxyBaHHSIM CY4YaCHMX HOBEJ 3aKOHOJABCTBA Ta MIDKHApOAHMUX CTaHIApTIB
c(hOpMOBaHO TEOPETUKO-METOOIOTIYHI Ta TPABOBI 3aCaI1 KOHCTUTYII1IHO-ITPAaBOBOTO
3a0e3neueHHs 1H(poOpMaliitHOi Oe3MeKH Cy4yacHUX Jep:KaB Ta OOIPYHTOBAHO HOBI
1IXO/TM 10 PO3B’sI3aHHS HAsBHUX IpoOsieM. Pe3ynsrataMu q0CIiKEHHS, 10 MICTATh
HAyKOBY HOBHU3HY, € TakKe:

ynepuie:

— Ha OCHOBI MOPIBHSJIBHO-TIPABOBOTO aHAJI3y MIXKHAPOAHO-IIPABOBUX AKTIB Ta
HAI[IOHAJIBHOTO 3aKOHOJABCTBA YKpaiHW, 3apyOiKHOTO 3aKOHOJABCTBA 1 JOCBITY
OOIPYHTOBAaHO KOHUENTYaJbHUW NIAXiA, 32 SKUM JiepKaBHA TOJITUKA y cdepi
3a0e3nedeHHs iHpopMaliitHoi Oe3nekn YKpaiHU Mae pO3riasgaTHUCh K CAMOCTIHHA
¢yskmis abo miadyHKIis, OO0 CTAaHOBUTh NEPEIyMOBY peami3amii aep)KaBHOI
1H(MOpMaIIHOT MOMITUKKA YKpaiHu, 3aXUCTy 1H(POPMaLIMHUX MpaB 1 CBOOO JIIOIUHU
Ta TPOMAJSHMHA, 3aXUCTYy 1H(POPMALIMHOIO CYBEpPEHITETY JEep>KaBH 1 3arajiom
iH(OopMaIitHOTO TTPOCTOPY;

— JIOCTI/DKEHO CBITOBI Mozeni 3a0e3neueHHs 1H(OpMaIiifHOT Oe3neku Ta
c(hOpMOBaHO TMPOMO3UIli W peKOMEeHAIil MO0 YIOCKOHAJICHHS HOPMAaTHBHOTO
peryiroBaHHs  1HQOpMaliiiHOT Oe3neKu YKpaiHChbKOiI JIepKaBM B  yMOBax
€BPOIHTETpAIlil, IHTEPBEHIIT Ta PO3BUTKY TI100aTbHOTO 1HHOPMAIIITHOTO TPOCTOPY;



— JIOBEJIEHO AOLUIbHICTh 3aCTOCYBaHHSI KOHUENTYaJbHUX MIJIXOIB BITUYUZHIHUX
Ta 3apyO>KHUX aBTOPIB A0 MUTaHHS 1HGOpPMAIIITHOT Oe3MeKn JepKaBy 3a JOIIOMOT OO
CTBOPEHHSI CIELIAIbHOTO, HAI[IOHAILHOTO, KOJIET1aIbHOTO OpraHy 13 3axHucCTy
NepCOHANBHUX JaHUX — HallioHanbHOI KOMicii i3 3aXMCTy IepCOHaNbHUX JAHUX. i
dbopmyBaHHS CliA 3AIMCHUTH Ha 3acajlax ONTUMI3allli, eKOHOMIYHOI JOIIBHOCTI,
SAKICHOTO TEXHIYHOTO Ta KaJpOBOTO 3a0€3MEeUeHHS Ta MIMPOKUX TTOBHOBAKEHb.
OCHOBHUMHU 3aBAaHHSIMHU 1IbOTO OpraHy MarOTh OyTH: 3aXUCT IpaB rpoMajsiH y chepi
NEPCOHANBHUX JAHUX, PEryJIOBaHHS 3aXHCTy MEPCOHANBHHUX [aHUX, KOHTPOIb Ta
caHKIIii, iHpOpMYBaHHS Ta OCBITA;

— c(hOopMyJIbOBaHO, 110 CYYaCHHUW HETaTMBHUM CTaH 1HGOPMAIIMHOI Oe3IMeKH
JepkaBu  OOYMOBJIEHMM  CTPIMKMM  PO3BUTKOM  1H(OpMAIiifHO-KOMYHIKAIIHUX
TEXHOJOTI,  BIAKPUTUM JOCTYNOM [0 iH(GOPMAIIMHUX pecypciB, sKi TOCTIHHO
MOJIEPHI3YIOTbCS,  JI/DKUTANI3AIlisg, a TaKoXK CTBOPEHHS, PO3MOBCIOKEHHA Ta
MaHIMy/IFOBaHHS 1H(OpPMAIIi€l0, Y MPOTUCTOSIHHAX MDK JepKaBaMH Ta arpecii 3 OOKy
TEPOPUCTUYHUX OpraHizamiid, IIMPOKUM 3aCTOCYBAHHSIM METOMAIB 1H(QOpMAaLiiHO-
MICUXOJIOTIYHOTO  BIUIMBY MUISIXOM BHKOPUCTAHHS 1H(OPMAITIMHUX 1 KOMIT IOTEPHUX
TEXHOJIOTISIX, & TAKOXK EJICKTPOHHUX 3ac001B MacoBoi 1H(opMallii TOIIO;

— OOIPYHTOBaHO JOUUIBHICTD BHECEHHS 3MIH [0 ICHYIOYMX MIXHApOJIHO-
npaBoBUX cTaHAaptiB, Konctutymii Ykpaiau, 3akoniB Ykpainu «lIpo HamioHambHY
oesneky VYkpainm» 2018 p., «[Ipo Konmenmito HamionansHoi mnporpamu
iHpopmaruzanii» 1998 p., «lIpo OcHOBHI 3acagu pO3BUTKY 1H(POPMALIHHOIO
cycrninscTBa B Ykpaini Ha 2007-2015 poxku» 2007 p., Pimmennst Pagn HarionambHOT
oesnekn 1 obopoHu Ykpainu Big 29.12.2016 p. «IIpo HoxTpuny iHdpopMaIiiitHoi
oesneku Ykpainu», 3aTBepkeHoro Ykaszom Ipesuaenta Ykpainu 2017 p. Ta iHIIUX
HOPMaTUBHO-TIPABOBUX aKTiB;

— 3aMpPOINOHOBAHO MEPIIOYEPTOBi 3aX0AM MPOTUIIT iHPOpMaIiitHIUM BITuBaM PO
3MICTOM SKUX € PO3rOpPTaHHS MOJIEPHI30BAHOI CHUCTEMU KOHTPIPOIAraHAMCTCHKOT
TISIIBHOCTI AJ1 €peKTUBHOI POTUALT peanizalli MpoeKTy «pyCchbKuil Mip». OCHOBHUM
KOMIIOHEHTOM SIKO1 € pO3pOO0JICHHA HalllOHAJIBHOI 1ei 3 ypaxyBaHHSM CydYacHUX
BUKJIMKIB Ta TPUAUICHHS YBard 3aXHUCTy PENITIHHUX I[IHHOCTEM Ta YKpaiHCHKUX
HalllOHAJIbHUX TPAIUIIIH;

— apryMEHTOBAaHO HEOOXIJIHICTh po3poOku Ta BOpoBakeHHs Kopekcy mpo
iHpopMariito Ta iHpopMmaliiHy Oe3neKy YKpaiHd, 00OB’S3KOBUMH PO3JIIaMH SKOTO
MaroTh OyTH: 3arajbHl TOJIOKEHHA (PO3KPUBAIOTbCS OCHOBHI MOHATTS, cdepa ii,
BU3HAYAIOTHCS CY0’ €KTH, 3aCaM TOILO); PO3/UI IPUCBIYECHUH 1H(POPMALILT, JOCTYITy A0 HEl
Ta 1 3axucry; po3nid, mo perynroe IKT Ta indopmariiiny iHOpacTpyKTYpy B ACpKaBi;
PO3LIT TIPO KIOEPIIPOCTIP; PO3IUI OO0 cTparerii iHpopmariiiHoi Oe3MeKr; OKpeMi PO3IiIH
CTOCOBHO 1H(OpMaIIiiHOI O€3MeKU 0COOH, CYCIIIbCTBA Ta JACPKABH,

— 3aMpPONOHOBAHO PO3POOUTH KOMIUIEKCHUI HOPMATUBHUM aKT 111010 TPOBEICHHS
creriagbHuX 1H(QOpPMAIIMHUX oOmepalii 3a 3pa3koM aMEpPUKAHCHKOI JOKTPUHU
«Iupopmartiiini onepartii» (JP 3-13);

VOOCKOHANEHO.



— TI3HABAJIbHI MIAXOIW A0 BCTAHOBJIEHHS CyTHOCTI 1H(popMaliitHo1 QyHKIIT, sKa
BITHOCHUTBHCA 0 OCHOBHUX (DYHKIIIH Iep>KaBH 1 CTAHOBUTH C(POPMOBAHUHN y CydyaCHUX
yMOBaxX OCHOBHUI HAMpsIM ii A1sIbHOCTI B iH(OpMaItiiiHiii cdepi, 3HaUeHHS PABOBOTO
PETYIIOBAaHHS SIKOTO 3YMOBJIEHO OO0’ €KTUBHUMH TPOIECAMH TJIOOAIBHOTO Ta
HaIlIOHAJIBHOTO 1H(POPMAIIHHOTO PO3BUTKY, OE3MOCEPEIHbO BUPAXKAE 1 MPEAMETHO
KOHKPETHU3Y€ CYTHICTh CY4YacCHOI JI€p>KaBH — JOCSTHEHHS JEMOKpaTii, PO3BUTOK
IPOMAJITHCHLKOTO  1H(OpMaLIfHOTO  CyCHIIbCTBAa, TJ00AbHUX 1HGOpPMAIIHHO-
KOMYHIKaTUBHUX TEXHOJIOT1H;

— TIOJIOKEHHS 1moa0 0a30Boi AOCHiKyBaHOiI Kareropii — «iH(popmarliiiHa
Oe3reka», 10 J03BOJISIE BHOKPEMHUTH P13HI MIX0IU 10 PO3YMIHHS il IPUPOIH 1 3MICTY,
HaNO1IbII MOIIMPEHUMU 3 HUX €: JIsIbHICHUN (Oe3MeKa siK MpoIlec, ii 3a0e3MneueHHs,
3ATHICTh JAepKaBu €(EeKTUBHO 3MicCHIOBaTH (PyHKUIi y naHiid cdepi), craTUIHUIA
(Oe3nmexka AK CTaH 3axUIICHOCTI 1H(QOPMAIIHHOTO MpOCTOpy, 1HQOpMaIlii,
1H(OpMaIIITHOTO CYCIUJIBCTBA 1 CHCTEMA BIIMOBIAHUX TapaHTi TOIIO), KOMIUIEKCHUM
a00 3Miianuii (0e3mneka sk cTaH 1 mpoliec);

— HaykoBy mo3uIlito moao JloxTtpunu iHdbopmaiiitHoi Oe3neku YkpaiHu 1o
JTI0O3BOJISIE BCTAHOBUTH 11 TEXHIKO-IOPUJIMYHI HEJIOTIKH, a caMe: 3MICTOBHI IOBTOPEHHSI,
3arajgbHi (OPMYITFOBaHHS, JYOJIIOBAaHHS IOJIOKCHBb IHIIUX HOPMATHUBHO-TIPABOBHUX
aKTIB,;

— TPIOPUTETHI HaNpsAMHU JEp>KaBHOI TOJMITUKH y cdepi 3abe3nedyeHHs
1H(popMarliiiHOi Oe3neku YKpaiHu: 3aXUCT )KUTTEBO BAXKIIMBUX IHTEPECIB OCOOUCTOCTI,
CYCIIJIBCTBA Ta JEpKaBU Bl BHYTPIIIHIX 1 30BHILIHIX 3arpo3; 3aXHUCT CYBEpPEHITETY,
MIITPUMKA TIOJITHYHOI Ta COINAbHOI CTAa0IIBHOCTI, TEPUTOPIAIBHOI IIJIICHOCTI
VYkpainy; 3axucT KPUTHYHOI 1H(OpMAIIHHOT 1HPPACTPYKTypH; 3a0e3nedeHHs
pPO3BUTKY  1H(OpPMaLITHO-KOMYHIKAIIMHUX TEXHOJOTIHA; 3a0e3MeueHHs] Yy4acTi
VYkpaiau B MbKHapoaHIHM cuctemi iHdopmarliitHoi Oe3neku;

— maxig g0 00’eKTiB MexaHi3My 3abesnedeHHs i1HQopMalliiiHoi Oe3neku y
Hal3arajabHIIIOMY PO3YMIHHI y BUIJISA/I MPEAMETIB, SIBUIL, NPOLECIB Ta OCI0, HA SIKI
3MIMCHIOETHCSA 1H(GOPMAIIMHMK BINIMB Ta IIOAO SKUX 3IIMCHIOIOTHCS 3aXOAu 13
3a0e3medeHHs Oe3MeKH, K1 MOAUISIOTHCS Ha COIlialibHI 0c00a, CYCIIIIbCTBO, JIepkKaBa,
iX 1HTepecH, NIpaBa Ta CBIAOMICTb) Ta TexHIYHI (1HQopmauia, iHdopmarlliiiHa
iHppacTpyKTypa, iHhopMaIliitHi TEXHOJIOTI TOIIIO);

— TIOJIOXKEHHS MI0JI0 3a0e3neyueHHs 1HpopMaIliifHoi 0e3neku YKpaiHnu, B yMOBax
riopuanoi arpecii P®, xonu Bkpail BaKJIMBE 3HAYEHHS Ma€ 4YiTKa periamMeHTalis
pOBeIeHHs 1HQOPMALIIITHUX onepalliii y MUpHUI Ta BOEHHHI Yac;

— HAYKOBI TOTJSAAM 1IoA0 mpobnemaruku iHdopMmamii Ta i1HGOPMAIIHHOTO
CyCHiIbCTBa, 1HGOPMAIIHHOT MOMITHKH Jep)KaBu Ta 1HGOPMAIIHHUX TIpaB JIIOIUHU 1
rpomajisiHiHa, iHGopMaliitHoi Oe3neku, KipoepOesneku, 1HQopMaliiHOT BIMHU Ta
iHopmariiinoi o6opoHm, iH(MOpPMAIIHHUX 3arpo3, iH(OpMAIIHHUX IIHHOCTEH,
HaIllOHAJIBHOTO Ta TI00aabHOr0 1H(OOPMAIIHHOTO IMTPOCTOPY TOIIIO;

dicmanu nooaIbU020 PO3GUMKY:

— psI BU3HAUEHb, 30KpEMa BH3HAYEHHS MOHATTS «IH(QOpMaliiiHa Oe3mneka», K
CTaH 3aXHUIIEHOCTI KUTTEBO BAXIIMBUX 1HTEPECIB JIFOIMHM, CYCITIIBCTBA 1 IEPKaBH, 110



3ano0ira€ HaHECEHHS WIKOJW 4Yepe3: HEMOBHOTY, HEBYACHICTh Ta HEBIPOTIIHICTH
iH(popMallii, 10 BUKOPUCTOBYETHCS; HETATUBHUI 1H(GOpMAIiHHUI BIUIMB; HETaTHUBHI
HACIIAKA  3acTOCYBaHHS  1HGOPMAIIMHUX  TEXHOJOTiM;  HECaHKI[IOHOBaHE
PO3IMOBCIOJIP)KEHHS, BUKOPUCTAHHS 1 MOPYIIEHHS LUIICHOCTI, KOH(IIEHUIMHOCTI Ta
JOCTYITHOCTI 1H(opMariii;

— TIOJIOKCHHS IOJI0 KOHCTUTYI[IMHO-TIPABOBUX Ta 1HIINI 3acaj, OCOOIUBOCTEH
3MIMCHEHHS 1€l (QyHKIT Jep’KaBU y HAIIOHAIHBHOMY 1 MIKHApPOJHOMY MacIiTabi
TOIIIO;

— MeXaHi3M 3a0e3mnedeHHs 1H(QoOpMaIliiHOI Oe3nmeku SK periiaMeHTOBaHYy
3aKOHOJIaBCTBOM JISJIbHICTh YITOBHOBAKEHUX CyO’€KTIB, CIPSIMOBAHY Ha OXOPOHY Ta
3axucT 1H(opMaliitHoi chepu 0codu, CyCcHiIbLCTBA Ta JEpKaBW BiJ 30BHINIHIX 1
BHYTPILIHIX 3arp03 Ta YJOCKOHAJICHHS 3aX0/1iB 1H(OopMaIiifHOT MPpOTUAIl Ta 00pOTHOU;

— HampsAMH BIOCKOHAJICHHS HOPMAaTHBHO-IIPABOBOTO 3a0e3MeYeHHs
iH(opMaliitHOT Oe3MeKr Ha OCHOBI aHAITI3y 3apyO1KHOTO JOCBIY;

— NIPOMNO3HULIi CTOCOBHO  (OpMYBaHHS  HOPMAaTHBHO-IIPABOBOI  CKJIQJOBOI
MexaHI3My 3a0esneueHHs iHGopMalliitHoi Oe3MeKu Bij BUSHAYECHHS OpraHi3amiifHoi
OyJI0BH ITLOTO MEXaHI3MYy, PETYJIOBaHHS AISUIbHOCTI HOTro Cy0’€KTIB Ta 3a0€3MeUeHHsI
3aKOHHOCT1 MO0 (DYHKIIIOHYBAaHHSI.

IlpakTuyHe 3HAYEHHSI OePKAHMX Pe3yJbTaTiB TMOJIATa€ B TOMY, IO
chopMylIbOBaHI B JUcCEpTallli TEOPETHYUHI TMOJOXKEHHS, MPOMO3UIlT Ta peKOMeHAAIllT
CIpUATUMYTH (OPMYBAHHIO TEOPETHKO-METOMONIOTIYHUX Ta TMPABOBUX 3acajl
BUPIIICHHS aJMIHICTPAaTUBHUMHU CyJaMH CIOpiB y cdepl myOniyHO-TIPaBOBUX
BitHOCUH. OziepKaH1 pe3yabTaTh MOXKYTh OyTH BUKOPUCTAHI Ta BUKOPUCTOBYIOTHCS:

— ¥ HAyKoB80-00CNiOHIl cghepi — sk QyHIAMEHT Il PO3B’SA3aHHS Ta MOJATBIIIOTO
JOCIIJDKEHHST TpoOsieMaTukd 3a0e3nedeHHs 1HPopMaliifHOi O€3MeKu Jep:KaBU
(JdoBimka HaykoBO-70CHITHOTO IIEHTPY MPABOBOTO 3a0€3MEUEHHS P KaBOTBOPEHHS
ta 6e3nexku THY imeni B.1. BepuancskoroNe 1/20-01 Bix 30.09.2020);

— y npasomeopuocmi — BHECEHHS 3MiH 1 JOMOBHEHb JI0 3HAYHOI KIJIBKOCTI
HOPMaTHBHO-TIPABOBUX aKTIB YKpaiHHU, 30KpeMa JISITIIN B OCHOBY 3aKOHOMPOoeKTy «IIpo
BHECEHHsI 3MiH JIO JIGIKMX 3aKOHIB YKpaiHW IOJ0 MOCHUJICHHS BIATOBITAIBHOCTI 3a
BUMHEHI NpaBomopyleHHs y cdepi iHPopmarlliiiHoi Oe3neku Ta OOpOTHOM 3
k10ep3nounHHICTIO» (HOMep 2133a Bix 19.06.2015) ta 3akony Ykpainu «IIpo ocHOBHI

3acaju 3a0e3neueHHs KibepOe3nexku VYkpainu»
(https://zakon.rada.gov.ua/laws/show/2163-19#Text), BuUKOpUCTaHO MPHU IiATOTOBII
Crparertii Ki0epOe3neku VYkpainu

(https://zakon5.rada.gov.ua/laws/show/96/2016#Text) Ta doxTpuau indopmariitHoi
Oe3nexu VYkpainu (https://zakon.rada.gov.ua/laws/show/47/2017#Text) K1
posmisiganucs KomiTeToM 3 TNMTaHb MPaBOOXOPOHHOI JISUIBHOCTI Ta  Oynu
peKOMEHIOBaH1 sl po3misany BepxoBHoro pamoro Ykpainu (AKT BOpPOBaKCHHS
HayKOBHUX PO3po00K aucepramiitnoro aociipkeHHs Big 06.07.2020 p. Ne 04-27/12-
2020/97131).

— Yy HasuanbHOMy npoyeci — TiJ Yac BUBUCHHS HABYAIBHHUX JAUCLHUIUIIH:
«KoucrutymiitHe mpaBo», « AIMiHICTpaTHBHE MPaBoy, « IpancdopMmallist HaIiOHAIBHOT


https://zakon.rada.gov.ua/laws/show/2163-19#Text
https://zakon5.rada.gov.ua/laws/show/96/2016#Text
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npaBoBoi Oe3nekn», «IHpopmariitne npaBoy, «3axuct iHdopmarii Ta iHdopMaliiiHa
oe3neka» «llopiBHsIbHE aaMiHICTpaTMBHE NpaBoy», «MikHapoaHe iH(oOpMaliiiHe
paBoy, «MiKHapoaHe MpaBo» (IOBIAKa BIPOBAHKEHHS Pe3yJIbTaTiB JUCEPTAIIHHOTO
JOCTiPKEHHS B HABYaIIbHUH Tiporiec HaBuanbHO-HayKOBOTO T'yMaHITapHOTO iIHCTUTYTY
TaBpiiicbkoro HalOHAJIBHOTO YHIBepcuteTy iMeH1 B.1. BepHaacbkoro Ne 167/267 Bin
29.10.2020 ).

Ocobucruii BHecok 3100yBava. BuknazeHni B auceprallii HayKoOBI IMOJIOXKEHHS,
BUCHOBKM M pEKOMEHJallli, 110 BHHOCSATHCS Ha 3aXUCT, OfAEpKaHi 3700yBauem
caMOCTiiHO. [1ei Ta po3poOKu CIiBaBTOPIB y AUCEPTaIlii HE BUKOPUCTAHI.

AnpoOauisi pesyabratiB aucepranii. KirodoBi TeopeTuyHl HamparfoBaHHsS i
peKoOMeH1allli ONPUIIIOHEH] B T€3aX JOMOB1IEH 1 HAyKOBUX MOBIAOMJIEHb HA HAYKOBUX
1 HAyKOBO-TIPaKTUYHHUX CEeMiHapaxX Ta KOH(EepeHIisX, a TaKoX y MpoIeci BUKOHAHHS
MDKHApOAHUX TpoekTiB: CTaH MOTpUMaHHS MpaB JIOJWHU B yMOBaX Cy4acCHOCTI:
TEOpEeTHUYHI Ta mpakTu4Hi acrektu (M. Kuis, 22 Gepesns 2018 p.); CyuyacHa BiiiHa:
ryMaHiTapHUi acnekT (XapKiBCbKUW HalllOHaJbHUW YyHiBepcuTeT [IoBITpsSHUX cui
iMeHi IBana KoxenyOa, 31 TpaBHs — 1 uepBHsa 2018 poky); Buxkimku momiTuku
oesmneku: ictopis 1 cydacHicTh (18—19 xoBTHs 2018 p.); [lomiTuko-npaBoBa JOKTpUHA
JIepKaBHOTO CYBEpEHITETY B yMoBax riodaimi3zamii (26 xoBTHa 2018 p.); Cran Ta
NepPCHeKTUBH pedopMyBaHHS CEKTOpY Oesreku 1 o0opoHM Ykpainu (YmpaBiiHHS
Jep>kaBHOI OXOpoHM YKpaiHu B KuiBchbkoMy HaIllOHAJIBLHOMY YHIBEPCHUTETI IMEHI
Tapaca IlleBuenka); [leokymnariis i peinterpauis iHdpopmaiiitHoro npocropy Kpumy:
MIKHApOJAHO-TIPABOBI Ta MEI1aKOMYHIKaTUBHI 1HCTpyMeHTH ([HCTUTYT MIKHAPOIHUX
BinHOCMH KwuiBchkoro HarioHaibHOTo yHiBepcutery iMmeni Tapaca IlleBuenka 18
kBiTHs 2019 p.); BepxoBeHCTBO MpaBa K rapaHTist KOHCTUTYLIHHOTO Jaay (M. Kuis, 5
rpyaus 2019 p.).

Iyoaikamii. OCHOBHI TEOpPETHYHI W MPAKTHYHI TMOJOXKEHHS TUCEPTAI[iiHOTO
JTOCHTIDKEHHST Bi0OpakeHO B 0OAHOOCOOOBiN MoHorpadii, OmHINH KOJEKTUBHIN
MoHoTpadii, 25 cTarTsax, onyOIIKOBaHUX Yy BITYM3HSIHUX Ta MIKHAPOMHHUX (HhaXOBHUX
BUJIAHHSX 3 FOPUINYHUX HAYK, 23 3 IKUX — OJHOOCOOOBI, 2 — y CITIBaBTOPCTBI, a TAKOX
y 11 Te3ax momoBiAe# 1 MOBIIOMJICHB, ONPHITIOMHEHUX HAa MDKHAPOAHUX HAYKOBHUX 1
HAyKOBO-TIPAKTUYHUX KOH(DEpeHLIsIX, KPYyIIIUX CTolaX, CeMiHapax, KOHIpecax.

Crpykrypa nuceprauii. J[ucepranis CKJIaJaeTbes 31 BCTYIy, YOTHPbOX PO3/LIIB,
K1 MICTSATh TPUHAALSATH IMJIPO3/ALIIB, KOXKEH 13 SKUX 3aBEPIIYETHCS MPOMIKHUM
BUCHOBKOM. Takok y maucepraiii MiCTHThCS 3arajlbHU BUCHOBOK, JI€ ITiJICYMOBaHO
pe3yNbTaTy AUCEPTAIITHOTO JOCTI/HKEHHS Ta CIIMCOK BUKOPHCTAHUX Jikepen. Pobora
BIJIMIOBIa€ 3MICTY, MICTUTh aHOTAIII0, MA€ CIIMCOK YMOBHHX ITO3HAYEHb Ta IMOCHIAHHS
Ha BUKOPHUCTaH1 JiKepena. 3araibHuil o0car nucepTaiii cTaHOBUTH 448 CTOPIHOK, Y
TOMY 4YHCJII OCHOBHOro TeKCcTy — 371 cropinka. CHUCOK BUKOPUCTAHHMX JKEpen
Haniuye 651 HaliMeHyBaHHS.

OCHOBHU 3MICT POBOTH
VY BeTyni 0OrpyHTOBAaHO akTyaJbHICTh TEMH JMCEpTAalli; BUCBITJIEHO CTYIIHb
HAyKOBO1 JTOCJIIIPKEHOCTI BUOPAHOI /U1 aHaJ13y IPOOJIEMaTHKHU, 3B’ SI30K 13 HAYKOBUMU



nmporpamMamu, IlaHaMHU, TeMaM{; BU3HAYEHO METy W 3aBAaHHS, 00’€KT 1 MpeaMeT,
METOJIOJIOTIYHI OCHOBU JIOCHIPKEHHS, PO3KPUTO HAyKOBY HOBW3HY Ta TPAKTHYHE
3HAYEHHS OJIEP’)KaHMX PEe3yJIbTaTiB; HABEJIEHO BIJOMOCTI MPO OCOOMCTUN BHECOK
3100yBava, anpooOaIlio pe3yabTaTiB 1 MyoJiKallii, a TAaKOX CTPYKTYpY i 00CsT poOOTH.

Po3nin1l «/lokTpuHAJBHI Jxkepena JOCTiKeHHA IHGopMauwiitHOIO
CycnijibCTBa, 1H(1)0pMaumH01 Oe3nexu Ta GyHKIiN Jep:KaBU» CKIAIAETHCA 3 IBOX
H1IPO3ITIB 1 MPUCBSYEHHUH 3’SICYyBaHHIO (PyHAAMEHTAIBHUX MPOOJIEM, OB’ SI3aHUX 3
PO3BUTKOM iH(OPMAL[iHHOT0 CYCHiJIbLCTBA, a TAKOXK OIIHIOBAHHIO CYYacHOTO CTaHy
JOCITIIKEHB, 1110 CIIPSIMOBAH1 Ha 1X pO3B’sA3aHHS.

Y migposnuni 1.1 «lenesa maykosux  OocniddceHv  iHopmayilinoco
cycninecmea ma  iH@opmayiunoi  Oe3neku»  HABEIEHO ONIAJ  JOCHIIKECHBb
npobaemMaTuku 1HPOPMAIIITHOTO CycHiIbcTBa Ta 1H(POPMALIHOT Oe3MeKH, BUAIICHO
Ipynu Tpaip 3a NPeAMETHO-TEMATHYHUM KPUTEPIEM, 30KpeMa Ti, 10 BUCBITIIOIOTH
CYTHICTh Ta 3MICT OHATH «1H(popMalliiiHe CyCHiIbCTBOY, «iH(opMaIlliitHa Oe3rexay.

[linTpumMaHo OyMKy Mpo Te, IO MEXaHI3M 3a0e3ledyeHHs HallloHAJIbHOI
Oe3MeKkr BU3HAYAETHCSA CHENU(PIYHUM BHJIOM TPABOBUX MEXaHI3MIB, SKUH Mae
0COOJIMBY, CKJIQJIHy MpPUPOJY, IO 3yMOBJIEHa CaMOI0 CYTHICTIO Kareropii
HaIllOHAJIbHOI 0€3MeKH. 3MICT JaHOT'0 MEXaHI3MYy PO3KPHBAETHCS YepPe3 €HICTh HOTO
KOMIUIEKCHHX €JIEMEHTIB: CHUCTEMY, sSIKa BKJIIOYAa€ B ce0e KOHCTUTYI[IHI HOPMH Ta
KOHKPETHU3YI04l HOPMHU MOTOYHOTO KOHCTUTYIIIHHOTO 3aKOHOJABCTBA, MPOIECYalbHI
aKTH, IPABOBIIHOCUHM (IIpaBOBa OCHOBA) 1 IIECHPSIMOBAHY AISUIbHICTH (CYKYIHICTD
y3TOJKEHUX MK iX (hopm, METOIB, ClIOCO0IB, 3aC001B) OpraHiB Aep>KaBHOI BIaIH, 110
KOMITETEHIII1 IKUX BXOJHUTh BUPIIIEHHS TUTaHb 11010 3a0€3MeUeHHs 0€3MeKH JII0IUHH
1 TpOMaJsiHUHA, JEp>KaBH 1 CYCHUIbCTBA, CTPYKTYpP T'POMAASHCHKOIO CYCILUILCTBA
(opraniB MICIIEBOTO CaMOBpPSIyBaHHS, T'POMAJCHKUX OpraHi3alii, MNOJITHIHUX
nmapTii), O MalwTh Ha METI peai3alilto W 3axXUCT HAIIOHAJBLHUX 1HTEPECIB
(IHCTUTYLIMHUI MEXaHI3M).

3aCTocyBaHH51 CHUCTEMHOTO MiAXOAY Ta KpUTHYHUHN aHaIi3 HAYKOBOTO JOPOOKY
BUCHHX, SKI 3aiiManucs po3poOJEHHSM OKPEMHUX aCIMeKTIB i1H(opmariitHoro
CYCIUJIbCTBA 1 30Kpema 1HQopmaliiiHoi Oe3meKu, [Jand 3MOTY BU3HAUUTH
poOJIEMaTHKY, KA 3aJIAIITUIKNCS 11032 HAYKOBOKO yBaror. 3aKIICHTOBAaHO yBary Ha
TOMY, IO TIOPYIICHHS TpaB JIOJWHUA HE TUIBKH MOTIPITYIOTH CTAHOBWIIE CaMoi
JIOJMHA B CYCHJIBCTBI, @ i HETaTUBHO BIUIMBAIOTh Ha (DYHKIIIOHYBAaHHS 1HIIUX
KOMIIOHEHTIB CHUCTEMH HAI[IOHAJILHOI OE3IEKH, BHACIIJIOK YOTr0 OCTAHHS CTA€ OlIBII
ypa3auBOIO 1, BIAMOBIIHO, MEHII HaiilHOoro. [IpaBa moAMHU HEOOXIMHO BBa)KaTH
TOJIOBHUM 00’€KTOM HAIIOHAJILHOT O€3MeKkn YKpaiHu, OCKIJIbKH JIMIIE Ha OCHOBI
0e3reKr 0coOu MOKHA TUTAHYBATH 1 BXKMBATH 3aXO0/I1B 13 3a0e3nedueHHs Oe3MeKn O1IbII
CKJIAQJHUX COLIAJIbHUX CHCTEM, TaKUX SIK CYCIIJIbCTBO 1 Jep’KaBa, Ta CTBOPIOBATU
YMOBH 1 3a0€3MeueHHs HaIllOHAJIbHOI O€3MeKH 3arajaoM.

VY migposaini 1.2 «Ananiz nioxodis 00 suuerHs QyHKYIL 0epicasu y Cy4aCHUX
YMO8ax» BUCBITICHO Cy4acHI METOJOJIOTTUHI MIJIXOAU 10 8UBUeHHs YHKYIU Oepircasu
Y CYYACHUX yMOBax, BUKOPUCTaHI BUCHUMU y BITUM3HAHIN OPUAUYHINA HAyIl JUIS iX
nizHaHHs. HaromomieHo, mo cepes CKiIagHruKiB METOAO0IOTIT JOCTIPKCHHS 3a3HaYEHO1



npoOJeMaTUKU 4YlJIbHE MICIIE MOCIaI0Th OHTOJIOTISI, THOCEOJIOTISI Ta aKCIONoTisl K
BUCHHSI, CIUPAIOYMCh HA SIKI BAAJIOCS PO3KPUTH BHU3HAYCHHS TIOHATTS JEP’KAaBHUX
dbyHkIid, X cuctemMu Ta Kiacudikaiii, MOB’s3aHI 3 TakKuMH (yHIAMEHTaIbHUMHU
KaTeropisiMU Teopii AeprKaBH 1 IIpaBa sIK CyTHICTh JIEPKaBH, 11 COLIaJIbHE TPU3HAYECHHS Ta
cepBicHa poib. Came (QyHKIIOHATbHA XapaKTEPUCTHKA BU3HAUAE CHIbHY JIEpP)KaBy Ta
eEeKTHBHY JICP>KaBHICTb. 3 OISy HA 3MIHY YSIBJICHB 1100 OCHOBHUX O3HAK JIEP’KaBHU Ta
XapaKTePUCTUK CY4YacHOI JEP)KaBHOCTI B3araji iCTOTHO YTOUHEHO 3MICT TIOHSITh, 3a
JIOTIOMOTOI0 SIKUX PO3KPUBAETHCS TEOPist PyHKIIIN CydacHOi JeprKaBH 1, IEPEAyCiM, caMme
BU3HAYCHHS MMOHATTS «(PYHKIIISI ACP>KaBU.

KoHcTaryeThcsi 3arajioM €IHICTb Ta CTaTHYHICTh HAyKOBOTO ITI3HAHHSA
JOCTIPKYBAHOTO SIBUINA, 110 HE CIPHSE TPYHTOBHOMY MEPEOCMHUCIICHHIO 1CHYBaHHS
HaBEJICHOTO (PEHOMEHa B KOHTEKCTI TpaHcdopmarlii I[IHHOCTEH, 00’€KTOM SAKHX €
monuHa. HaromomieHo, 10 HAYKOBIII HAMararThCs IEBHOIO MIPOKO IMOETHATH
HaWCYTTEBIII, HA IXHIO JYMKY, O3HaKU a00 aTpuOyTH (PYHKIIIH CydacHOI Aep>KaBU K
CKJIQJHOTO COL[1aJIbHOTO OPTraHi3My, Kl paHille JOCIIKYBAIUCS IEPEBAXKHO B MEXKaX
OKpPEeMHX MiAXO/iB. AKIIEHTOBAHO yBary Ha TOMY, IO Cy4YacHl TEHJCHIII PO3BUTKY
JIepkKaB, MDKJIEPKABHOTO  CHIBPOOITHUIITBA  3aCBIYYIOTH IPO  IMOCTYIIOBY
JETIOJISIPU3AIlI0 CYCIUIbCTBA, MIJAKPECTIOITh HEOOXIAHICTh 3MIMIEHHS aKIICHTIB Yy
PO3YMiHHI (PYHKIIIH AepKaBU y CTOPOHY 3yMOBIIEHOCTI iX CYCHUIBHUMH MOTpedamMu 1
HAJIEXKHOTO 3aKpIUIEHHA ¥ peanizaliii mpaB JIOJUHUA. AKTHUBI3alis po30ynoBU
IPOMAJITHCLKOTO Ta 1H(POPMAIIIHHOTO CYCIUILCTBA 3yMOBIIOIOTH IEPEPO3NOIIIT
byHKIH nep:kaBy, BIacHE AEP)KaBHUMHU 3aJUIIAIOTHCS JIUIIE 11 HeB1N €MHI (pyHKIIIT,
K1 TPOMAJITHChKE CYCHUIBCTBO CAMOCTIMHO 3/1MCHIOBATH HE 37aTHE (3a0e3mneueHHs
CYBEpEHITETY JepKaBu, OE3MEKU CYCIUIbCTBA, 30BHIITHLOTIOMITHYHA (DYHKITIS 1 T.1T.).

Po3nin 2 «KoHuenrtyanabHi MiAXoau 10 po3yMiHHA iH(opManiiHoi 0e3nexku
Ta NMPaBoOBi 3acaau il peryjlOBaHHSD) CKJIANA€ThCA 3 YOTUPHOX MIAPO3ILTIB 1
MIPUCBSIYCHUHN JTOCII/KEHHIO MOHSTTS 1 MPaBOBOi MPUPoau 1H(GOPMAIIHHOT Oe3neKu
aHaJi3y MPUHIMIIB 3a0€3MEUeHHs ACep>KaBow 1HQOpMaliitHOT OE3MeKH, a TaKoXK
BUBYCHHIO CITIBBITHOIICHHS 1H(MOpMaIiitHOi Oe3meku aepkaBu Ta i1HPOpPMAIIHHOT
BIMHH.

VY miaposaini 2.1 «lugopmayitina b6e3nexka: nowamms i npasosa npupooq.
Inghopmayitina 6e3nexa oepoicasu ma ingopmayitina 8itiHa» PO3KPUTO TEOPETUUHI
IJIXOAM IO KaTeropiit «ingopmairiiina 6e3reka», «iHdopmMarlliiHa Oe3rneka JaepiKaBuy
Ta «iH(popmaliiina BiiHa». CucTemaru3allisi HayKOBUX TIOIIYKIB Yy Hampsami
dbopMyBaHHS MIIXOIB O IUX SBUII 32 (POPMATBHO-IOPUIUYHOIO 03HAKOIO JA€ 3MOTY
TOBOPHUTH MPO €JTHICTH Ta OMHOPIAHICTh (POPMHU, SKIIO TAKUM MOHSATTSIM MTO3HAYAETHCS
TSIIBHICTE 'y cdepl myOnmvHO-paBOBUX BigHOCHMH. Harosmomryerbcsi Ha oO3HaKax
dbopMu, 10 BU3HAYAIOTH i1 OCOOIMBOCTI Ta (POPMYIOTH 1i IOPUIUYHY YHIKAJIBHICTD Y
KOHTEKCT1 €THOCTI 31 3MICTOM.

[ndopmarriitna BiitHa 3a1iCHIOETECS Y dopMi 1HHOPMAITIHHOTO MPOTUOOPCTBA
K CHUCTEMHM IIUICCIIPIMOBAHMX M1 Il CTBOpeHHs 1HGOpPMAIIHHOI TMepeBaru 3a
JIOTIOMOT 010 pyHHYBaHH# 1H(popMaliii, IHYopMaLiiTHUX CUCTEM TPOTUIICKHOI CTOPOHHU,



Opy LBOMY OJHOYACHO BIJOYBA€ThCS MPOLEC 3aXUCTy BIIACHOI 1H(doOpmalii Ta
1H(pOpMaIIHHUX CUCTEM.

Otxe, Ha HalNly OyMKy, 1H(MOpMarliiiHa BiifHA — 1€ CYCHUIHHO-TIOMITUYHE
SBUIIE, SIKE B MOJITUYHOMY acCIHEKT1 € MPOJOBXKEHHSAM JOMIHYIOUHX 1J1€0JOTTYHUX
3aca]l Iep>KaBHOI MOJITUKH, IIO0 3AIACHIOETHCS 3a JIONOMOIOK KOMILIEKCY 3ac0o01B
1H(opMaIiHHO-TEeXHOIOTTYHOT IHTYCTpii, MeXaH13MiB 1H()OPMAIIHHO-TICUXOJIOTIYHOTO
BIUIUBY Ha CYCIJIBCTBO BCEpEAMHI JIepKaBU UM HACEJCHHS KpaiH-KOHKYPEHTIB B
YyMOBax IMOJITUYHOTO (BOEHHO-TIOJITUYHOTO, €KOHOMIYHOT0) KOH(IIIKTY 3 METOHO
dbopMyBaHHS y COIIAJIBHOMY acCIeKTlI €THOCTI CyCHUIhCTBA, BU3HAYCHHS HOTO
1IGHTUYHOCTI Ta 1H(OPMAIIMHOTO 3aXWCTYy CBITOIVISIIHUX I[IHHOCTEH, a TaKOX
neMopaniizamii Ta ¢parMeHTailli HACeJNEeHHS, CHUJIOBOI KOMIIOHEHTH JepiKaB-
MPOTUBHUKIB Y MEXaX rI100aabHOTO 1H(HOPMAIIITHOTO TPOCTOPY.

[ndopmarriitna BiiiHa SIK SBHINE JECTPYKTUBHO BIUIMBAE€ HA PO3BUTOK
1H(popMaLiITHUX CYCIUIBCTB, iHQOpMaIlIiHY Oe3MeKy JIOANHH, IEPKABH 1 CYCIILIILCTBA
Ta OJHOYACHO CHpPHUSIE PO3BUTKY NPAKTUYHO BCIX MPIOPUTETHUX  cdep
KUTTEAUIBHOCTI, y T.4Y., Yepe3 BIUIMB MAHIMYJISITUBHUX TEXHOJOTIH, IO
BUKOPUCTOBYIOTHCS B 1H(GOPMAIIMHUX BiffHaX, HAa CBITOBY MOJITHKY ToIlo. CBITOBI
TEHJEHLII PO3BUTKY JEpPKABHO-NPABOBHX  SBUIL MNOTPEOYIOTh HE  TUIbKHU
yAOCKOHAJIEHHS (DOPM 1 METO/IiB OpraHizaiiii Ta 3/1iCHEHHS BJIaJy, 1 HOBUX CTpaTerii
3a0e3nedyeHHs] HaIlOHAIBbHOI 1H(POpPMAIIMHOI Oe3meku. 3 Oy Ha 1€, Ba)JIHBO
YAOCKOHAJIUTA TPAaBOBI OCHOBM MPOTHIII Ta 3amoOiraHHs i1HPOpMaliiHUM BiiH,
HETaTUBHOTO 1H(OPMALIIMHO-TICUXOJIOTIYHOTO BIUIMBY Ha HAIlOHAJIHLHOMY piBHI B
VYkpaini. st 0bOoro BaKJIMBO BHBYATH SK 3apyODKHHE JOCBiA, Tak 1 BIAIMOBIIHI
JNOKTPUHAJIBbHI Ta HOPMATHBHI JpKepesia 3 METOI MOIIYKY ONTHUMAJIbHMX ILISAXiB
BUXOJIy 3 TUX CUTYaIliid, B IKUX ONMUHUJIOCH YKPAiHChKE CYCIIJIBCTBO B OCTaHHI POKH.

Taxum 4rHOM, ICHYIOTB Pi3HI ITAXOIHU J0 TaKUX OaraTorpaHHUX KaTeropiu, sK
«iHpopmarliiitHa Oe3neka», «iHpopmalliiHa BiiiHa».  BojgHouac, BpaxoByouu
CUCTEMHE 3pOCTaHHs 3arpo3 1 MPOTUIIPABHUX HAMIPIB CYNIPOTUBHUKIB, IHIIUX ACPHKAB,
BOXJIMBO iX BHUSBIIATH, 3amo0iraTd iM Ta CBOEYACHO NPOTHIISATH, 3aXHIIATH
HaIllOHAJBHI 1HTEpECM W MIHHOCTI, BKJIIOYAIOYU 1HQOpMaIliHY Oe3MmeKy,
1H(pOpMaIIHUN CyBEPEHITET 1 T. 1.

VY 3B’S3Ky 3 IIUM, Ha Halle NEPEKOHAHHs, MPIOPUTETHUM Ma€ CTaTH BIAcHE
KOMIUJIEKCHE PO3yMiHHS CYTHOCTI Ta TapaHTii 3a0e3nedeHHs iHpopMaIiiHoi Oe3nexu
JiepKaBU, BpaxoByI0our (DyHKI[IOHATILHI aCTIEKTH HAIIOHAIBHOT O€31eku Ta crenudiky
iH(popmartiiiHoi cdepu, HAIIOHATBLHOTO 1 CBITOBOTO 1H(GOPMALIITHOTO MPOCTOPY,
MOJKJIMB1 MIOTEHIIIMHI 3arpo3u 1HPOPMAIIHHUX BOEH Ta 1HITUX BUKIUKIB.

Y migpo3mini 2.2 «Cniggionowtenus ingopmayitinoi 6e3nexu 3 OesKuMu
[HWuMY uoamu Oesneku», 3 OTJISAY Ha MPOAHANI30BaHl B MOMEPEIHIX MiAPO3ILIax
HAIIOTO JOCIIHKEHHSI TPUPOMY 1 CYTHICTH 1H(OPMAIIHHOTO CyCHUIBCTBA Ta
iH(opmariiiHoi 0e3mneKu, a TakoX PYHKINT 1epkaB, CIIPSIMOBaHI Ha 1X 3a0e3MeueHHS,
3aKIICHTOBAHO yBary Ha TOMY, 1[I0 OYEBUTHOIO € MOTPe0a BUBYCHHS OCHOBOTIOJIOKHUX
TEOPETHUHHMX i 3aKOHOJABYHX 3acaj iX MPaBOBOTO PEryTIoBaHHs. MieThes, 30Kpema,



PO MPUHUMUIK 3a0e3neyeHHs1 IHPOopMaLIiHOT Oe3MeKu K OJHIET 3 HABaXIMBIIINX
byHKIII JIepHKABH.

Sk BigOMO, Kareropisi «3a0e3leyeHHs» € CKJIaJHOI I OararorpaHHolo,
OCKUIBKM BKIIOYA€ YMMAJ0 CKIAJOBHX, MOYMHAIOYM BiJ] CTBOPEHHS YMOB 1
peTyIIIOBaHHS, 3aBEPIIYIOYH peajizallic€lo, OXOPOHOIO 1 3aXUCTOM, BiIHOBIECHHSIM a00
COPUSIHHSIM BIJIHOBJICHHIO Y BHMAJKy MOPYHIEHHS. TOMY BaXXJIMBO JOCHTIIWTH Ta
BUOKPEMUTH  OCOOJMBOCTI  BJIACHE  MNPUHIUIIB  3a0e3MedYeHHs]  JAepKaBOIO
1H(popMarliiiHoi 0e3neKH K OCHOBOMOJIOKHMX 3acaj] YCi€l cUCcTeMH ii 3a0e3MeueHHs,
BU3HAYNATH MAXOAW 10 Kiacudikamii Ta BIACHE BHOKPEMUTH PI3HOBHIM TaKHX
MPUHITUIIB, iX 3HAYEHHS TOIIIO.

Ha name nepexoHaHHs, BIJIMIHHUMH TEHACHIISIMUA MPABOBOIO PEryJIIOBAHHS
00’exTiB 1HpopMamiiiHOi cdepu € TeHAeHHIl CYTHICHOTO 1 HpeaMeTHO-
dbyHKIIOHATBHOTO XapakTepy. Tak, o00’exktu iHboOpMaliitHOl 1HPpPACTPYKTypU
OJIHOYACHO BHUKOPUCTOBYIOTHCS B PI3HUX MPOCTOPOBUX BHMIpax, ICHyHOYa Ha
rio0anbHOMY piBHI IHPOpMaIliiiHa IHPPACTPYKTYypa CKIATAETHCS 3 B3aEMOIIOB’ SI3aHUX
1HQpaCTPYKTypHUX  €JIEMEHTIB Ha BHYTPIMIHbOJEPKABHUX 1 HA/IHAIIOHATIHLHOMY
piBasix. Cama iHdopmMmariiiHa cdepa Bi3HAYAETHCS TPAHCKOPJOHHUM XapaKTepoM
TOIIIO.

Y migposmim 2.3 «llpunyunu 3abe3neuenns Oepocasoro  ingopmayitinol
Oe3nexu» BU3HAYEHO (PYHKITIOHAIBHUI aCTIEKT MIKHAPOAHO-TIPABOBOTO PETYJIFOBAHHS
iH(dopmartiiinoi cdepu 3aragom Ta 1HpopMaliiiHOI Oe3neKku 30Kpema, SKUAN
3yMOBJICHUH 3/11IICHEHHSAM PETYJISTUBHOTO BIUIMBY, CIIPSIMOBAHOTO HAa BIOPSIKYBAaHHS
MDKHApOJIHUX 1H()OpMaIitHUX BIIHOCHH, CBOOOM 1H(pOopMaIlii, a caMe — MOXKJIUBOCTI
30upaty, OOMIHIOBATHCS, TMOIIUPIOBATH ¥  BUKOPUCTOBYBATH  1HGOpPMAIIIIO;
IHTErPaTUBHY YW KOOPAMHYIOUY (PYHKIII}0, METOIO SIKOi € IPUUHATTS yHI(IKOBaAaHUX
MDKHApOJIHUX CTaHAAPTIB B iH(POpMaIiiHii cdepi.

Takum 4yrHOM, aHaJi3 ICHYIOYOi MIKHAPOJHO-TIPABOBOI OCHOBH Ili€i cdepu
JEMOHCTPY€E HEOOXIAHICTh 3BEPHEHHSI yBaru yHNOBHOBa)KEHHX CYyO’€KTIB Ha JOBOJII
3arajbHl TEHJICHIII perJaMeHTallli muTanb iHGopMaIiiHo1 Oe3MeKu, po3poOICHHS Ta
OPUMHATTS MDKHApPOJHO-TIPABOBUX CTaHAApTIB 3a0e3mnedeHHs 1HdopMaiiitHoi
Oe3MeKu, CTBOPEHHS A1€BUX IHCTPYMEHTIB iX peanizarlii.

VYV miaposaini 2.4 «Ocobausocmi npagoeoz2o pe2ynio8anHs 3abe3nedeHis
iHpopmayitinoi be3neku K 0OHIEL 3 HaUuBaNCIUBIWMUX DYHKYIU Oepocasuy HA OCHOBI
3/IIMICHEHOT0 aHai3y CTaHy MPABOBOTO PErysroBaHHA 3a0e3reueHHs iHpopMaliiHol
Oe3MeKky Ha pIBHI HAIlOHAJIBHOIO 3aKOHOJABCTBA YKpAiHU BIJ3HAYEHO  IEBHY
HETOCJIIIOBHICTD 1 MOJAEKYAN HECUCTEMHICTh. [IpoTe, OCTaHHIMU pOKAMH 115l CHUTYaIlis
JIENI0 BUMPABHUIIACh HA KPaIle 1 IEMOHCTPY€E aKTUBHINTY y4acTh IEpKaBU B peatizalii
OJIHI€1 3 HAaWBaXIMBIIKUX 11 PYHKI1H, a came — 3a0e3nedeHHs iHpopMalliiftHOI Oe3MeKu
nepxkaBu. Llg ¢ynkmis, 0e3yMOBHO, TOB’s3aHa 3 peami3aiiclo IHMUX (QyHKIiH
VYkpaiHChbKOl JiepKaBu, BH3HAYEHUX OpraHiB myOmiuyHoi Biagu. Hamami wmwm
3YyMIMHUMOCh Ha iX JISUIBHOCTI, BHOKPEMJICHHI TIE€PCIEKTUBHUX HANpsIMIB
YIOCKOHAJICHHS B Cy4YaCHUX YMOBaX.



Pazom 3 TuMm, HalioHaJbHE 3aKOHOJABCTBO YKpaiHM MOTpeOye MOIaIbIIoro
Y3TOJDKEHHS 3 ICHYIOUMMH MIXHApOJIHO-TIPABOBUMH aKTaMU YHIBEPCaJIbHOTO U
perioHaibHOTO PiBHIB y cepi iHDOpMalliiiHoi Oe3neku, IMITIEMEHTAIlli 1CHYIYHX
MiKHApOHO-TIPABOBUX CTaHJAPTIB Y 3aKOHOJABCTBO 1 MPAKTUKY Horo peaiizamii. Ha
Halll MOIJISI, AOLUIBHO TaKOX aKTUBI3yBaTH MIXKHAPOJIHY MPABOTBOPYY AISUILHICTh
VYkpainu y 1iii cdepi, 110 TOCHINTh BIUTMB HAIIOT JEP>KaBU Y MIKHAPOIHUX TMPABOBUX
BIJIHOCHHAX, CHPUITHUME YJOCKOHAJICHHIO MPaBOBOTO PETYJIOBaHHSA 3a0e3MeueHHs
1H(popMalliiiHOi Oe3neKu.

Po3nin3 «3apybixumii  ngocBin peasizamii  ¢pyHkumii  3a0e3neveHHs
indopmaniiinoi Oe3mekn Cy4acHHMX Jep:KaB» CKIIAJIA€ThCA 3 TPbOX MIJIPO3ALIIB, Y
SAKUX JTOCHIIKEHO Moeli 3a0e3nedyeHHs 1HhopMallifHOiI Oe3MeKu Cy4acHUX JIeprKaB.
Y mo0anbHOMY acnekTi MOPIBHSAHHS CUCTEM MPABOBOTO 3a0e3MedeHH1 1H()opMaIiiHol
Oe3nekn B VYKpaiHi, €BpOMEHWCHKUX Ta a3iichKuX KpaiHax, kpainax I[liBHIYHOT
AMEpUKH BU3HAYECHO U JOBEJCHO MPIOPUTETHI, pealibHi Ta HEMPUHUHATHI MOJAEII IS
NOJANBIIOrO BAOCKOHAJIEHHS CUCTEMH 1H(OpMaliitHOT Ta Ki0epOe3nekn YKpaiHChKOi
JIepKaBU.

Y migposnun 3.1  «Eeponeiicoka modenv 3abesneuenHs iHpOpMayitiHOT
Oe3MeKr CydacHHX JiepKaB» 3’4COBAaHO MoJedl  1HpopMaliiiHOi  Oe3neku
€BPOMNEHCHKUX KpaiH, 10 3aCHOBYIOTbCSI Ha BIAMOBIAHOMY 3aKOHOJABCTBI
€poneiickkoro Corozy (€C) Ta HaI[lOHAIBHOMY 3aKOHOJIAaBCTBI JIepKaB-yUYaCHHUIIb.
['onoBuumu aktamu €C y cdepi 3axucty iHbopmaliitHoro npocropy €: 3akon €C
«IIpo ENISA (4deenmcmeo €sponeiicoxoco Cow3y 3 numarns Kibepbesneku) Ta Tpo
ceprudikamiro kidepOe3neku iHOpMaIliHHUX Ta KOMYHIKAIIMHUX TEXHOJIOTIN Ta
ckacyBanHsa Permamenty (€C) Ne 526/2013 (3akoH mnpo KiGepOesneky)» Bij
17.04.2019 p. (3akon «IIpo ENISA Ta ceptudikauito»), Jupexrusa npo 3axoau ais
BHCOKOTO CIIUJIBHOTO PIBHA O€3MEeKM MEpeKeBUX Ta 1HPOpMAlIMHUX CHUCTEM Ha
teputopii Corozy (HupexktuBa NIS) Big 06.07.2016 p., Pernament (€C) 2016/679
€Bponeiicskoro napiaamenTy 1 Paau Big 27 kBiTHs 2016 p. npo 3axuct (i3u4HUX 0C10
CTOCOBHO OOpOOJIEHHsSI MEPCOHATbHUX JAHUX Ta MPO BUIbHE MEPEMIIICHHS TaKHX
nanux 1 ckacyBaHHs Jupexktuu 95/46 / EC (3aranbHi MOJIOKEHHS TIPO 3aXUCT JIaHUX )
(aurn. General Data Protection Regulation, GDPR) ra iH.

Cohepa moorcnueocmeti. €C Biiirpae KIHOYOBY pOJIb Y 320X0UYEHHI Ta MATPUMIIIL
PO3BUTKY MOTEHIIANy Yy chepl Kibep3axucTy AEp>KaBHHUX 1 MPUBATHUX CTPYKTYDP Y
Jep)KaBax-uwieHaXx, a TaKOXX CaMHX €BPOMEHCHKUX IHCTUTYTIB, CIHPAIOYUCH HA
€BPOIEHCHKI HOY-Xay. BiH Takok MOKe HaJaBaTH MIATPUMKY y cdepl MiATOTOBKU Ta
HABYAHHS, 1[0 CTBOPIOE CHHEPTIIO 1 3a1100irae TyOII0BaHHIO MOTEHINATY.

OTxe, kibepOe3IeKka 0OXOIUTIOE BC1 3aX0U O€3MeKH, IKl MOXKYTb OYTH MPUHHSTI
JUISL 3aXUCTY Bij atak y mudpoBoMy mpoctopi. HeyxuinbHe 3pocTaHHs CKIIQIHOCTI U
IHTEHCUBHOCTI KiOeparak IPHU3BEIO 10 TOro, IO OCTAaHHIMH pPOKAaMHU OUIBIINICTH
PO3BUHYTHX KpaiH MIABUIIMINA CTIMKICTh Ta TPUWHSIMA HAIIOHAIBHI CTpaTerii
ki0epoOesneku. 3okpema, y Opanuii aie HanionansHa xibepcrpareris Big 2011 poky,
HanionansHa ctpareria uudposoi 6e3nexu Bix 2015 poky, a Takoxx MixHapoHa
ctparerisa @paniii o0 nudpoBux TexHomoriii Bix 2017 poky. 3a3HaueH1 TOKYMEHTH



JNONOBHIOOThCS binumu kHuramu, OOOPOHHMM OIJISIIOM Ta OIJISAJOM CTpaTerii
kiOep3axucty. 3axucT iHTepHeT-cepenoBuma dpaniii 311MCHIOIOTh Taki JAep)KaBHI
opranu, sk ANSSI, CERT, COSSI, MinicrepctBo ob6oponu, COMCYBER Ta
MinictepcTtBo BHYTpimHiX crpaB. KibepOesneka posrisgaerbess @DpaHui€eo sk
HalllOHAJIbHUHN PIOPUTET, SIKUW HHUHI CTOCY€ETHCA KOYKHOTO 3 il TpOMa/IsiH.

Himenpka momens 3abe3nedeHHst iHGOpMaIiiHOI Oe3neKku Jep)KaBu i€ Ha
nigcraBl Koncrurymii ®PH, denepanpbHux 3akoHIB Ta 3aKOHIB 3€MeJb, PIIICHb
KOHCTUTYIIIMHUX CY/IB, HAJHAIIOHAJIBHOIO 3aKOHOJABCTBA Ta BIAMOBIAHUX
M1[3aKOHHIX HOPMATHUBHO-TIPABOBUX aKTIB.

Tax, BigmosiaHo 1o maparpada 1 crarri 5 Koncrurymii ®PH, xoxeH mae ripaBo
Ha CcBOOOJy BHMpa)X€HHS 1 NOIIMPIOBAHHS CBO€I IyMKH YCHO, NUCHBMOBO 1 3a
JIOTIOMOTOI0  00pa30TBOPYMX 3ac001B, 0E3MEpemKoHO OTpUMyBaTH iH(MOpMAaIlio 3
yCiX 3arajJlbHOJIOCTYIHUX JpKepen. [apaHTyeTrbcst cBoboga JpykKy 1 cBoOoza
nepeaaBaHHs 1HQOpMaIIli 3a T0MOMOroro pajio 1 KiHo. L{eH3ypa He 3A1iCHIOEThCS.

VY 2009 p. Koncturyuito ®PH Oyno nonoBHeHo crarrero 9lc, sika 3aknaia
OCHOBY [Jisi cmiBmpari ¢eaeparbHOTO Ypsiay Ta YpsAAiB 3eMelb B 00iacTi
iH(popMamiitHuX TexHOoIor1H. [le MoNoKEeHHS € MIUPOKUM 3 YpaxyBaHHSM MTOCTIHHOTO
nporpecy iHGopMaIiHHUX TEXHOJIOT1H 1 HOro 3p0CTarvyoro 3HaYeHHS JIJ1s1 IePKaBHOTO
ynpasiiaasa. BoHo Bktouae B cebe (hakTUUHI Ta IOPUIUYHI aCTIEKTH TAKOi CIIBITpaIli.
3akpilyieHa MOXJIMBICTh  y3TOJDKEHHS  CTAHJApPTIB JUIA  iX  OJHOMAaHITHOTO
3aCTOCYBaHHS JIJIsl 3a0€3MeUeHHS CYMICHOCT1 1 BUMOT O€3MEeKHU MPpY OOMiH1 TaHUMHU.

bazoBum 3akoHOM y cepi iHPopMariitHoi 6e3nekn Himeuunnu € 3akon «I1Ipo
MOCHJICHHSI O€3IeKH cucTeM 1H(hopMaIiitHux TexHonoriin» (3akox mpo 6e3neky IT) Bix
25.07.2015p. 3akon BigBoauth dDeaepalbHOMY BIIOMCTBY 3 Oe3neku y cdepi
iH(popmatiiinux TexHoiorid (HiM. BSI) nentpanbHy poib y 3axUCTI KPUTUYHO
BaXMBUX 1HGpacTpykryp Yy Himeuuuni. Ilpu wnpoMy T KpUTHYHHMH
1H(]pacTpyKTypaMu po3yMitOTh 00’ €KTH, YCTAHOBKH a00 1X YaCTHHHU, K1 HAJIEkKATh J0
CEKTOPIB €HEPreTUKHU, IHPOPMALIMHUX TEXHOJIOT1H 1 TeIEKOMYHIKAI[l|, TPaHCIOPTY 1
JIOPOKHBOTO PyXy, OXOPOHH 3I0POB’s, BOAOIOCTAaYaHHS, XapuyBaHHS, (DIHAHCIB i
cTpaxyBaHHsA. Taki 00’ €KTH MatOTh BEJIMKE 3HAYEHHS /17151 PYHKI[IOHYBaHHS CIIIJIbHOTH,
TOMY 1[0 iX 3ynHHKa a00 MOTipIIeHHs POOOTH MPHU3BEAE OO0 3HAYHOrO ACPILUTY
MOCTAaBOK 200 CTBOPUTH 3arpo3u JJisl TPOMAJICEKO1 O€3MeKH.

Y migpo3aim 3.2 «Amepukancvka Mmooenb 3abe3neyeHHs IHGOPMAyitiHol
be3nexu cyuacHux Oepoicas» HATOJONIEHO Ha ToMmy, 1m0 y CHomydeHHX ImTaTax
AMEpUKHU 1HAKIIIE BPEryJbOBaHO MpobsiemMy 3abe3nedeHHs iHpopMailiiiHoi Oe3mnexu,
aHDK B eBporencbkux kpaiHax. Tak, ycBimomsieHHss Cnomyuyenumu Iltatamu
MacIITaOHOCTI BIUIMBY HUGPOBUX TEXHOJOT1M Ha BCl MPOIECH Yy Jep:KaBl Ta CBITI,
3YMOBWJIO JIETAJIbHY perjiaMeHTallito 3abe3neueHHss Oe3neku y kibepmpoctopi. Y
IIOMY HaIpsiMi BAXKJIMBY OpraHizaiiiny QyHKIIio BigirparoTs HamionanpHa cTpareris
oe3mneku, HamionansHa cTpareris kibepOe3neku, BIHChKOBI CTpaTerii Ta JOKTPUHH.

3axuct iaTepHeT-npocTopy CHIA 3miHICHIOETBCS Y TaKUX acHeKTaX: 3aXUCT
aMEpUKAHCBKOTO HAapoay, AMEpUKH Ta aMEpPUKAHCHBKOIO CIOCO0y  KHTTA,



3a0e3MeUYCHHS TIPOIBITAHHS AMEpPHUKH, 30€peKCHHS MHUPY METOAOM IPUMYCY,
MOCWJICHHSI aMEPUKAHCHKOTO BILIHBY.

3ab6e3neuenHns iHdopmarliiHoi 6e3nexu CIIIA 311iCHIOETBCS 1 HA BIHCBKOBOMY
piBHI, 30KpeMa LUISXOM MpoBeAeHHs iHdopmaliiHux omnepauiid. Taki onepaiii €
3aco0amu 1H(oOpMaIliiiHOT BiMfHU, a IX NPOBEIECHHS 3MIMCHIOETHCS HA TIJCTaBl
BIJIMOBITHUX JOKTPHUH, CTpaTerii Ta BIHCHKOBUX Tporpam. Mertoro iHdopmariiitnoi
omeparlii Moke OyTH eJeKTpoHHa OOpOoThOa, MEpEKeBl KOMII FOTEpHI ormeparlii,
BIICHKOBI omnepaltiii iIHpopMaliiftHOI TIATPUMKH, Je31H(opMallis IpOTUBHUKA, Oe3IeKa
orepariii.

VY miapo3aim 3.3 «Asiticeka mooenv 3abe3neyenHs iHGopmayiinoi beznexu
Cy4acHux Oepoicasy MPOaHaATI30BaHO a31iCbKy MOJIeb 3a0e3neueHHs 1HPOpMaIliiiHOT
Oe3MeKr CydacHUX KOHCTHTYIIMHHMX JIepKaB, SKa PpO3IISTAEThCS HA TPUKIAJI
Kuraiicpxoi Hapoanoi Pecriy6niku (KHP) Ta Pociiicbkoi ®@enepartii (PD). Biqnecenns
pociiicbkoi cucTeMHu 3abe3redeHHs 1H(OpMaIliiiHOT Oe3neku A0 a31ichbkoi Mojeli
3yMOBJICEHO HAsIBHICTIO TEHJICHIIN A0 3amo3uyeHHs P® kuTaiicbkoro m0CBILY
perynroBaHHs 1HPOpMAIIHHOT 6e3MeKH Ta KiOepImpoCcTopy.

Kuraticbka mMozens 3a0e3neueHHs iHGopMalliiiHoi 0e3MeKn 3aCHOBYEThCA Ha
TOTaJIbHOMY KOHTPOJIi JIEPKaBOIo ii lH(l)OpMaI_III/IHOFO IPOCTOPY, IIO CYNEPEUUTh
€BPOIEHCHKUM TMpaKTUKaM y ik cdepi, i, BIAMOBIAHO, BBAKAETHCS HETATHBHUM
IPUKIIaA0M 1HOOPMAIITHOT 1epKaBHOT O TUKH.

Jlep>kaBHUN KOHTPOIb 1 IEH3ypa 3ampoOBa/KCHI 1 B KUTAaWCHKOMY OHJIAiH-
npoctopi. lle 3ymoBieHo, Hacammepen TtuMm, mo B Kurai HaiOinbpa KUTBKICTH
IHTEPHET-KOPUCTYBaviB y CBiTI — 802 MiH KOpHCTyBadiB 1 42% CBITOBUX TpaH3aKIIii
€JICKTPOHHOT TOPTIBIII HAAXOIATH 3 111€l Kpainu. Y 3B’sa3ky 3 uM y KHP peanizyerbcs
npoekT «3onotuit muT» (aHr1. The Golden Shield Project), sikuii 1ie Ha3uBarOTh
Benukwuii kutaiicskuii paepBoi, mporpama dinerpairii inTepaer-koaTeHTY B KHP. Tleit
npoekT OyB BrnpoBakeHuid y 2003 p. Llg mporpama OXOIUTIOE€ Takl HaMpsIMH, SK
cUCTeMa YNPaBIIHHS TpaikoM, cucTeMa 1HGOPMYBaHHS MPO MPaBOMOPYILIEHHS,
cUCTeMa yIpaBIiHHS Oe3mnekoro, iHdopMaliiiHa chcTeMa MOHITOPHHTY, CHCTEMa
KOHTPOJITIO BUXOJY 1 BBEJCHHS.

«3onotuii mUT» € oqHUM 3 12 kmovyoBux npoektiB KHP y cdepi enexrpornoro
ypsiny, IMEHOBAaHHMX <«30JIOTUMHY». |HIIMMHU «30JIOTHMH» TIPOEKTaMu €: «30510Ta
MUTHUID» (V1T 1HO3EMHHX TOPTiB), «30JI0TI MOCTH» (U1l 3arajlbHOCKOHOMIYHOT
1H(popmailii), «3050T1 hiHaHCH» (U1 yrpaBiaiHHA (piHaHCAMU), «30J0Ta KapTKay (s
€JICKTPOHHUX BAJIIOT), «30JI0Ta Bojay (11l 1Hpopmarlii mpo BOJHI pecypcH), «3010Te
CLIBChKE TOCIIOAPCTBOY (MIJIs1 ClIILCHKOTOCTIONAPCHKOI iH(OopMariii), «3010Ta STKICTH»
(17151 KOHTPOJTIO SIKOCT1), «30JI0TE OMOAATKYBAHHSY (sl ONOIaTKyBaHHs) 1 T. 1H.

[Ipoekt «3onoTuil wMT» nepeadayae OOMEXKEHHS JOCTYyNy /O HU3KU
1HO3eMHHX CaWTIB, BEO-CTOPIHKH (PIIBTPYIOTHCS MO KOJAOBHM CJIOBAaM, OB’ S3aHUM 3
HAI[IOHATBHOIO OE3MEeKOI0 Ta 3 YOPHUM CHUCKOM caiTiB. CailTw, siKi pO3MIIIEHI Y
Kurai, moBHHHI NOpPOXOAUTH peecTpalito y MiHICTEpCTBI MNPOMHUCIOBOCTI Ta
iH(popmariiinux TtexHonorid. Kpim Toro, B Kwurai amie apmia OmorepiB, siki 3a



BUHAropoly NO3UTUBHO BUCIIOBIIOIOTHCS B yaTax, 6jorax 1 Ha popymax npo JAep>KaBHy
nomituky Kuraro.

[Tpukmetno, mo mgocsin KHP miomo iHTEepHET-1IeH3ypU BHBYA€E Ta MOYMHAE
IMIUIEMEHTYBAaTH y CBOE 3aKOHOAABCTBO PD, ToMy poOCiiicbKy MoJeNnb 3a0e3neueHHs
1H(popMaLiitHOT Oe3MeKn BIIHOCATD 10 a31MChKOT MOJIEIII.

Pocitickka moxpens iHQoOpMaliiiHoi Oe3NeKkd 3aCHOBYETHCS Ha PO3YyMIiHHI
BJIACTUBOCTEH 1H(OPMAIIMHOTO CYCIUIBCTBA, Mpolieci mudpoBoi TpaHchopmarlii Ta
CHPSIMOBAHOCTI HA 3aXHUCT 1HPOpPMALINHOT 1HYPACTPYKTYpH Ta 1HTEPECIB JIEPKABU B
yMoBax iH(popMmariitHoro cepemosuiia. [IpaBoBi 3acamy 1iei Momeni 3akpiruieHi y
Koncturyiii PO, genepanbHoMy 3aKOHOAABCTBI, Y HU3II MiA3aKOHHUX HOPMATUBHO-
IPaBOBUX aKTIB Ta MIXKHAPOAHUX JOKYMEHTAX.

Konrtent-ananiz Koucturymii PO cBiguuTe mpo BIACYTHICTH y 11 TEKCTI
NOHATTS «iHpopMalliitHa Oe3neka», JHIIE 3aCTOCOBYETHCS TEPMIH «JEp>KaBHA
oesneka». KOHCTUTYIIMHI TIOJIOKEHHA MPO IpaBo Ha iH(opmalio Ta 3a00pOHY
[IEH3YpHY MalOTh 3acaJIHUYE 3HAUYCHHS Hacamrepe s iHdopmaliitHoi 6e31nexu ocoou.

BaxnuBe wmiciie B mpaBoBomy 3a0e3mneueHHi iHMopmariitHoi Oesnexku PO
nocinae denepanbunii 3akoH «IIpo iHGoOpMarliro, iHGOpMAaIIiiiHI TEXHOJIOTII Ta PO
3axuct iHpopmaiii» Big 27.07.2006 p. Ne 149-®3 (3axon mpo iHdopmario). Bin
BU3HAYa€ 3acajy MPAaBOBOTO PETYIIOBAHHS y TPbOX HampsMax: peaizallisi mpaBa Ha
1H(popmariito, 3acTocyBaHHs 1HQOPMAIIHHUX TEXHOJOTIM Ta 3aXUCT 1HPOPMAIT].

VY KOHTEKCTI peanizallli mpaBa Ha iH(opMallilo el 3aKOH BU3HAYa€ OCHOBHI
HNOHATTA y Wil cdepi, 3aKkpimmoe craryc iHpopmalii Sk 00’€KTa MPaBOBIIHOCHH,
kommeTeHIiro. OcoOnuBa yBara TPUAUISETHCS TOPSAKY MOIIUPEHHs i1H(opMarlii
OKpPEMHMH BOJOAUIBLSAMHU 1HPOpMALi Ta OpraHi3aTropaMH ii MOIIUPEHHS.

Jlist opranizaropiB nomupeHHs iHGopMalrii B Mepexi [HTepHEeT ycTaHOBIEHO
HU3KY J0JIaTKOBUX OO0OB’SI3KIB I110JI0 30epiranHs iHdopmarllii Ha Teputopii PD, 3a
HEBUKOHAHHS SIKMX TepeadayeHa aJMiHICTpaTUBHA BiAMOBIIAIBHICT — HaKJIaJACHHS
aJIMIHICTpPaTUBHOTO mTpady Ha TPOMAISH y PO3MIp1 BiJ TPHOX THUCSY JO I’ ATU TUCSY
pyOU1iB; HA TOCAAOBUX OCI0 — BiJl TPUALISITH THCSY JIO M'SITAECCITH HEOMOIaTKOBYBaHUX
MIHIMYMIB JJOXOJIIB TPOMA/JISIH; Ha FOPUJUYHUX OC10 — BIJTI BOCBMHUCOT TUCSY JI0 OJTHOTO
MUIbOHA pyOIIiB.

3okpema, opraHizarop momwupeHHs iHpopmarii B Mepexi [HTepHeT
3000B’s13aHUi 30epiratu Ha Teputopii PO:

1) indopmariro rpo ¢pakTu npuiomy, nepeaadi, 10cTaBku Ta (a00) o0poOneHHs
TOJI0COBOI 1H(OpMaIlii, MICBMOBOTO TEKCTY, 300pakeHb, 3BYKIB, BIJICO YW I1HIIUX
CJICKTPOHHUX TIOBIJIOMJICHb KOPHUCTyBadiB Mepexi IaTepHeT U iHdOpMaliiio mpo
KOPUCTYBauiB MPOTSITOM OJHOI'O POKY 3 MOMEHTY 3aKiHUE€HHS 3/11ICHEHHS TaKUX ii;

2) TEKCTOBI TIOBIJOMJICHHS KOPHUCTYBadiB Mepexi I[HTEpHET, TOII0COBY
iHpopmariito, 300pakeHHs, 3BYKH, BIJI€O, IHINI EJIEKTPOHHI TMOBIIOMJICHHS
KOPUCTYBauiB Mepexi [HTepHET /10 11eCTH MICALIIB 3 MOMEHTY 3aKIHYEHHS 1X IpUiiomMy,
nepenadi, JocTaBku Ta (a00) oOpoobnenHs. [lopanok, TepMiu Ta 00cIT 30€piraHHs
3a3HAYEHOI B IbOMY IIAMMYHKTI iH(popMaIllii Bctanosioe Ypsia PO.



3a3HaueHi HOpMHU Oynu BHeceHl y 3akoH mpo iHdopmario 06.07.2016 p.
«makeToM SIpoBoi» Ta aHOHCYBAJIHCS SK 3aXOAU MPOTUIIT TEpOpHU3MY il 3a0e3neueHHs
IpOMaJIChKOi Oe3MeKH, ajie Ha MPAKTUIll BUKIIUKAIN IMCKYCIIO II0JI0 0OMEXEHHS MpaBa
Ha CBOOOIY BUpaXE€HHS MOMNIAAIB, MpaBa Ha 1H(POpMAIIIO Ta CyTTEBOTO 3MEHIIICHHS
cBoOonu B IHTEpHET!.

Hanpuknaa, koHQIIKT AepKaBHUX Opra”iB 3 Benukumu [T-kommaHisMu
3yMOBUB OOOB’S30K OpraHizaTopiB mHomwupeHHs iHdopmallii B IHTepHeTI HaaaBaTH
OdenepanbHiit ciyx01 6e3nexku PO iHdpopmalrito, sika HEOOX1HA IJIs JEKOyBaHHS
€JICKTPOHHHUX MOBIIOMJIEHb X KOPUCTYBAYiB.

VY Jlokrpuni iHpopmaiiiiHa 6e3nexka PO posymieThcsi sk CTaH 3aXMILNEHOCTI
O0COOHUCTOCTI, CyCHIIbCTBA 1 JIEp>KaBU Bij BHyTpiHJHix 1 30BHILIHIX in)opMauiﬁHHX
3arpo3, NMpU SKOMY 3a0e3MeuyroThCsl peaiizallisi KOHCTUTYLIMHHX mpaB 1 cBOOOX
JIONUHA 1 TPOMAJISHUHA, TIAHI SKICTh 1 PIBEHb JKUTTSA TPOMAJISH, CYBEPEHITET,
TEepUTOpiaidbHa IUTICHICTh 1 CTIMKUNA COIlajIbHO-€KOHOMIYHMIA pO3BUTOK Pociiichkoi
Ddenepaiiii, 000poHa it Oe3neka Aep>KaBu.

Bognouac 3abes3nedeHHs iHGOpMAIMiHHOI O€3MEKH PO3’SACHIOETHCS  SIK
3MIACHEHHS] ~ B3a€MOIIOB’SI3aHMX  MPABOBHMX,  OpraHi3alliiHUX,  ONEepaTUBHO-
pPO3IIYKOBUX,  pPO3BIAYBaJbHUX,  KOHTPPO3BIIYyBaJIbHUX,  HAYKOBO-TEXHIYHHUX,
iH(popmariiiHO-aHANITUYHUX, KaJpPOBUX, EKOHOMIYHMUX Ta IHIIUX 3aXOIiB 3
MPOTHO3YBaHHS, BUSBICHHS, CTPUMYBAaHHS, 3aM00IraHHs, BIIOUTTS 1H(GOPMAIlIHHUX
3arpo3 1 J1KBiJIalil HACIIAKIB IX MPOSIBY.

Hamionanehi inTepecu PO B indopmariiitHiit cdepi po3aiieHi Ha Taki Tpynu:

1. TapantyBaHHS Ta 3aXHCT IpaB 1 CBOOO/I JIIOAUHU Ta TPOMAJITHUHA (IIPaBO
Ha 1HQopMaIlilo, MpaBO Ha TpuBaTHICTH mpu BukopuctanHi IT, iHdoOpmaliitHa
NIATPUMKA I€MOKPAaTUYHUX IHCTUTYTIB).

2. CraGinpHe GyHKITIOHYBaHHS 1H(POPMAIIHHOT iHGPACTPYKTYypH (KPUTHIHO
BaXJIMB1 00’ ekTH 1HGOPMAIIHHOT 1HGPACTPYKTYPH Ta MEpEekKa €JICKTPO3B’A3KY) 5K Y
MUPHHI Yac, Tak 1 BOEHHUN NEPiof.

3.  PosButok IT Ta e1eKTpOHHOI TPOMUCIOBOCTI.

4.  VYyactp y moOynoBi Mepexi MXXHAPOAHOI 1HPOPMAIIAHOT OE3IMEKH.

5. IudopmyBaHHS TpPOMaACHKOCTI, CEpel I1HIIOTO0 1 MIXKHAPOAHOI, MpPO
o(iniiiHI NO3ULIT 3 BAXJIMBUX MUTaHb Yy JEPKaBl Ta CBITI Ta MPO JAEpPKaBHY MOJITUKY
PO.

6. Bukopucranns IT mis 3abe3nedeHHsl HalllOHabHOI Oe3rneku y cdepi
KyJBTYPH.

Y JIOKTpuHI HaBOIUTBHCS JIOCTAaTHBO UIMPOKUN aHaji3 Cy4acHOTO CTaHy
iHopmariitHoi 6e3mexku PD Ta ocHOBHMX 3arpo3 mis Hei. Buxomsum 3 KoHuemiii
JoxTtpunu, 3arpo3u iHpopmaiiiiHoi Oe3nekn PO MokHa pO3AUIMTH Ta Taki BUIM:
3arpo3u KOHCTUTYILIMHHM IpaBaM 1 cBOOOIaM JIFOMWHU 1 TpoMajsHuHA Yy cdepi
iHopmariiiHoi MISUIBHOCTI Ta KYJIBTYPHOTO JKUTTS, 3arpo3d 1HJWBIIyalIbHIMH,
KOJIGKTMBHIM Ta rpoMaJIChKiil cBigoMocTi; 3arpo3u I'T Mepexkam Ta 3acobam; 3arpo3u
iH(popmariiiHOMy 3a0€3MEeYeHHI0 TMOJITHKU JEpXKaBu; KiOEp3JIOYMHHICTh Ta
TEPOPUCTUYHA JIISUTbHICTH; 3arPO3W PO3BUTKY BITUM3HIHOI 1HAYCTPii 1HPOpMAaITii.



3HayHa yBara NpUIISETHCS 3arpo3aM 1HQOpMaLIiHOMY MIPOCTOPY B ACHEKTI
BIICHKOBO-TIOJIITUYHUX Ta JAecTabum3yrounx miyieid. Hampukiman, 3a3Ha4aeThes, IO
OHUM 3 OCHOBHUX HETaTMBHUX YMHHHKIB, 110 BIUIMBAIOTh Ha CTaH 1HGOpMAIiiHOI
0e3MeKH, € HapOoIllyBaHHS HU3KOIO 3apyODKHHUX KpaiH MOXJIMBOCTEH iH(dopmMalliitHo-
TEXHIYHOI'O BIUIMBY Ha I1HQOpMaLiiiHy 1H(PACTPyKTypy Yy BIMCHKOBHX LLISX.
OMHOYACHO 3 MM MOCUITIOETHCS JISIIBHICTh OpraHi3allii, mo 3A1HCHIOITh TEXHIYHY
PO3BIAKY IIOJI0 POCIACHKUX JIEPKABHUX OpraHiB, HAYKOBUX OpTaHi3alliii 1 mianpueEMCTB
0OOpPOHHO-TIPOMHCIIOBOTO KOMITJIEKCY. Po3mmpioroTeess MacmTabu BUKOPUCTAHHS
CHEIiaJbHUMU CITY>KOaMH OKpeMHX Jep)KaB 3aco0iB 3miiicCHEHHsS i1H(opmarliitHo-
[ICUXOJIOTTYHOT'O BILIMBY, SIKUU CIIPSIMOBAHMI Ha necralimi3ariio
BHYTPIIIHbOIOMITHYHOI Ta COI1aIbHOI CUTYAIll]l B PI3HUX PErioHax CBITY 1 IPU3BOAUTH
710 TJPUBY CYBEPEHITETY U MOPYIICHHS TePUTOPIANbHOI IIITICHOCTI 1HIINX AepkaB. B
IO JISTbHICTh BTATYIOTHCS PENITiiHI, €THIUHI, TPaBO3aXKUCHI Ta 1HII opradizaiii, a
TaKOXX OKpeMI IpyIy rPOMaJIsiH, IPHU 1[bOMY LIUPOKO BUKOPUCTOBYIOTHCS MOMIJIMBOCTI
1H(}OpMALIIITHUX TEXHOJOTIH.

Bapto 3BepHyTH yBary Ha Te, mo P® oOpana crparerito npoTuaii 3a3Ha4€HOMY
1H(OPMAIIIITHO-TICUXOJIOTIYHOMY BIUIMBY Y€pe3 MOCUJICHHS AEPKABHOTO PEryTIOBaHHS
iH(popMaLliiiHOr0o TpocTopy Ta OOMEXKEHHd ImpaBa Ha 1HQopmalio © mpasa
koH(piaeHIiHHOCTI B [HTepHeTI. Takuii miaxig miaMeTpasbHO MPOTHIICKHHUM ITiIX0Y,
110 3actocoBye €C s 00poTHOM 3 HETOCTOBIPHUMHU HOBUHAMU («PeiikaMm»).

Orxe, po3misiHyTa Mozaenb iHGopMariiiHoi Oe3neku P®D 3acHOByeThCcs Ha
KOPCTKOMY JICPKABHOMY PETYIIOBaHHI 1H(OPMAIIMHOTO MPOCTOPY Ta OOMEKEHHI
JOCTYTY Ta CBOOO/IM B OHJIAMH-CEPEOBUII, TAKOXK HasBHA TCHACHIIS J0 MTOAAJBIIOTO
130JIF0BaHHS HAI[IOHAJILHOTO cerMeHTa [HTepHeTy. Y BKa3aHMX acleKkTax Taka MOJEIb
HaOyBa€e CIHUIbHUX O3HAK 3 KUTAWCHKUMH JACPKABHUMH MPOEKTaMH 1H(GOpMaliiHOi
Oe3meku Ta Bce OLIbINE MPOTHCTABISIETHCS MOJACTSAM 3abe3nedeHHs 1HGOopMaIliiHol
O€3IMeKr 3aX1JHUX KpaiH.

Po3nin 4 «Mexanizmu 3a0e3nedyeHHsl iH(OpManiiiHOI 0e3leKH CyYaCHHUX
JepKaB i MepcrneKTUBH iX YI0CKOHAJIEHHS» CKIAAA€ThCSI 3 YOTUPHOX MPO3/IIiB, B
SKUX PO3KPUTO TMEPCHEKTUBHI HAIPSIMA BUKOPUCTAHHS IMO3UTHMBHOTO 3apyO0iKHOTO
JOCBIJly Ta HalOBHEHHS HOBUM 3MICTOM NMUTaHb 1HPOpPMAIIHHOT OE3MEeKH CydacHHUX
JiepaB 1 MIEPCTIIEKTUBH 1X YIOCKOHAJICHHS Ta OKPIM HayKOBO-TEOPETUYHOI CKIIAJ0BOT,
aKIIEHTOBAHO yBary Ha HasiBHI mpoOiemu 3abe3nedeHHs 1HhOopMaliitHOi Oe3neKku i
3alPOINIOHOBAHO IIJISIXU X BUPIIIEHHS, 30KpeMa B YKPaiHChKIH JepKaBi.

Y migpo3pimi 4.1  «Mexanizmu  3abe3nevenns  iHopmayitinoi  Oe3nexu
oepoicasu: meopemusHull ma 3ak0Ho0a8yull 8uMip» 3JIMCHEHO TOCIIIKEHHS Ta aHaI3
HAayKOBHX MOTJISIB IIOJI0 CYTHOCTI TakKuxX 0a30BUX IMOHATH y cdepi iHdopMariitHol
Oesnekn Ak «3abe3rneueHHs 1H(opMaliitHOT Oe3MeKn», «MexaHi3M 3a0e3MeUeHHs
iHopmariiiHoi Oe3rmeKkny» Ta «CuUcTeMa 3a0e3NeueHHs 1HPOPMAIIHOI Oe3MmeKny,
HAroJIOMEHO Ha BIJCYTHOCTI YCTaJ€HOTO MIiAXOJy JO BHU3HAYEHHS BKa3aHUX
KaTeropiu.

3a Takux yMOB, 3 OJHOrO OOKY, ICHY€ IIMPOKUN MPOCTIp ISl BIANOBIIHUX
TEOPETHKO-TIPABOBUX TONIYKiB, fKI B I[JIOMy BHIIQJKy YacTO MPHU3BOISATH JO



30UIbIIEHHS AUCKYCIMHUX MUTaHb Ta MPOTUCTABIEHHI HAYKOBUX MO3ULINA. 30KpeMa, B
MoOHOTrpadisx Ta AUCEPTAlIMHUX TOCTIDKEHHAX 3abe3redueHHs i1HGOpMaIiitHO
Oe3MeKu TIyMAYuThCs 1 SIK JISUIBHICTB, 1 SIK CYKYIHICTh YM CHCTEMa 3aXOiB, 1 SK
coliayibHUM (PEHOMEH, 1 K COLIaTbHO-TIPABOBUI MEXaHI3M, 1 K KOJIO MTPOIIECIB 1 SBHIIL
TOIIIO.

Taka BapiaTWBHICTH TOIVISIIB Ha 3abe3reueHHs 1H(pOpMaIiiiHOi Oe3eKu
3YMOBJIIOE ¥ HH3KY pI3HOMAaHITHMX BHU3HAUY€Hb MEXaHI3My Ta CHCTEMH TaKOro
3a0e3nedeHHs. Hanmpuknaa, wmexani3m 3ab0e3neyeHHs 1HGopMaliiiHOi Oe3neku
PO3TIISAAETHCA SIK: CUCTEMa JAepKaBHO-TIPABOBUX 1HCTUTYIIIM; CHCTeMa 3 BJIACHOIO
CTPYKTYPOIO; CHCTeMa PI3HUX 3aC001B; CYKYMHICTh JIEP>KaBHUX OPraHiB, IPOMAJICHKUX
CTPYKTYD, 3aX0/I1B, BAXKeEJ1B Ta CIIOCOO1B JT1i.

Mu mig cucremoro 3abesnedeHHs iH(MOpMaIliiHOT O€3MeKn MPOIMOHYEMO
pPO3yMITH KOMIUIEKCHHI MeXaHI3M peanizaiii iHTepeciB B iHdopmariiiHii cdepi;
CYKYITHICTh ME€XaHI3MiB Ta Cy0’€KTIB; CYKYMHICTb OpraHiB, 3B’ 3KiB, IHCTPYMEHTIB Ta
TEXHOJIOT1i{; CUCTEMY PI3HHUX 3aXO0/1B TOLIO.

Ak 6aunMo, y IIbOMY HampsMi JTOCHIIKEHb CEpeJl aBTOPIB HEMAE Y3TOKEHOT
MO3HUIIIT 11010 3MICTY Ta CITIBBIIHOIIICHHS KaTEropiid «MeXaHi3M» Ta «cucteMay. Tak,
B OJHUX HAYKOBHUX TMpalsiX, J€ aBTOPU pO3TISIAI0Th MEXaHi3M 3a0e3nedeHHs
iH(opmariiiHo1 0e3MeKu Kpi3b MPU3My CHCTeMH ab0, HaBIMaK{, MOKHA TOBOPUTH PO
dakTHUHE OTOTOXKHEHHS IMX Kareropii. B 1HmMMX e mpansgx aBTOPU MPSIMO
3a3HavYar0Th PO HEOOX1THICTh PO3PI3ZHEHHS IIUX JBOX MOHSITH, aJie HE PO3KPUBAIOTH iX
CIiBB1THOIIICHHS.

3 iHmoro OOKy, pI3HOMAHITHICTh TpakTyBaHb 0a30BUX TMOHATH y cdepi
iHpopMariitHoi Oe3MeKu MOpPOIKYE KOHIIENTYyallbHy HEBH3HAUCHICTh peati3alii
nepkaBHOI  QyHKIIT om0 3abe3nedeHHs 1HQopMailiiHoi Oe3meku SK Ha
TEOPETHYHOMY, TaK 1 Ha 3aKOHOJABYOMY pIBHSX. Y 3B’S3Ky 3 UM 3HUXKYETHCS
3arajibHa e()eKTUBHICTh peatizallii 3a3HaueHo1 (yHKIT JepKaBy Ta YCKIATHIOETHCS ii
BIOCKOHAJICHHS.

Takum uHOM, Ha TI1ICTaB1 BUIIIEBUKIIAJICHOTO MU 3alPOMOHYBAJIA PO3TISAATH
MexaHI3M  3a0e3neueHHs  iHGopmamiiiHOi  Oe3leku  SK  perjiaMeHTOBaHY
3aKOHOJJABCTBOM JI1SUTBHICTh YIOBHOBaXEHUX CYO’€KTIB, CIPSIMOBaHY Ha OXOPOHY Ta
3axucT 1H(opMaliiiHoi chepu ocobu, CycmiabCTBa Ta JepKaBU BiJ 30BHIMIHIX 1
BHYTPIIIHIX 3arpo3, YJIOCKOHAICHHS 3aX0/11B 1H(OpMaIiifHOI MPOTH i Ta 6OPOTHOU.

Hapenena nediHiiisi 0XOIUTIOE KIIFOYOBI €IEMEHTH MEXaHi3My 3a0e3mnedyeHHs
1H(opMaliitHOT 6e3neKku: 00’ €KT, Cy0’€KT, 3arpo3u, HAIIPSIMU, 3aXO/TH.

O0’ext  MexaHi3My  3a0e3neueHHs  1HGopMmamiiHOI  Oesmeku  y
Hal3arajJbHIIIOMY PO3YMIHHI — 1€ MPEIMETH, SIBUIIA, MPOILIECH Ta OCOOH, Ha SKUX
3IIACHIOETBCS 1H(OPMALIHHUI BIUIMB Ta MO0 SIKHX 3aCTOCOBYIOTBCS 3aXO0JI1 i3
3a0e3meueHHs Oe3MeKy. [X MOXHA PO3HOAUIMTH Ha COLiambHi (0c06a, CYCHilbCTBO,
JiepKaBa, X IHTepeCH, IpaBa Ta CBIOMICTh) Ta TexHI4YHI (1Hdopmarlis, iHdopmarliiina
iH(ppacTpyKTypa, iHhOopMaIliifHI TEXHOJIOTIT TOIIO).

VY nigpoznini 4.2 «3azpo3u inghopmayitinii besneyi: npobremu 6uzHa4enHs ma
nOO0ONaGHHA» 3MIMCHEHO aHaji3 JIeSKUX HOPMATHUBHO-TIPABOBUX AaKTIB, SIKHM



JEMOHCTPY€E BIJICYTHICTh Ha 3aKOHOJIaBUOMY PIBHI MOHSATTS «3arpo3 iHdopmariiHii
Oesmeri JnepkaBmw». TomMy BapTO 3BEpHYTHCH [0 JOKTPUHAJIBHUX JDKEPE,
SHITUKJIOTICIMYHUX Ta IHIIWX HAYKOBHUX BUJaHb. Hailtupiie 3arpo3u iHpopMaiiiitHum
pecypcam po3riIsIaloTh SK MOTEHIIHHO MOXKIIMBI BUTIAJAKU MPUPOTHOTO, TEXHIYHOTO
ab0 aHTPOINOreHHOTO 3MICTY, SIKI MOXYTh CIOPUYMHUTH HEOAKaHWW BIUIMB Ha
iHopmariiiny cuctemMy, a TakoXX Ha iHpopmaiito, 1o 30epiracThcsi B Hill.
BuHukHEHHS 3arpo3u, TOOTO BIIHAXOKEHHS JPKEpelia akTyali3allii MeBHUX MOIIA y
3arpo3u XapaKTEPU3YEThCA TaKUM €JIEMEHTOM SIK ypasznuBicTh. Came 3a HasiBHOCTI
YPa3IMBOCTI SIK MIEBHOI XapaKTEPUCTUKH CUCTEMH 1 BiIOYyBAETHCS aKTHBI3AIIISI 3arPO3.
A cami 3arpo3u 3a CBO€I0 CYTTIO BIAMOBIIHO 10 T€OPli MHOKUH € HEBUYEPITHUMHU, a
OTK€, ¥ HE MOXKYTh OyTH MiJIaH1 TOBHOMY OMKCOBI1 Y Oy Ib-SIKOMY JTOCJI1JIKEHHI.

Jlo 3arpo3 iHdopmariiiHiii Oe3meri CUCTeMi YNpaBIiHHA HaIlOHATHLHOIO
0e3MeKoI0 HaJIeXKaTh: PO3KPUTTS 1HHOPMAIIHHUX PECYPCIB; MOPYLIEHHS 1X IITICHOCTI;
301i1 y poOoTi camoro oGnagHaHHs. Yepes iX 4MCeNbHICTh BIAMOBIIHO A0 3arajibHOl
Kkjacuikalli 3arpo3 HalllOHaJbHIN Oe3Melll, BAOKPEMIIIOIOTh 3arpo3u iH(popmamiiHii
Oe3relli 3a pI3HUMH KPUTEPISIMHU.

3a mKepenaMu MOXOKEHHS: IPUPOIHOTO MOXOJKEHHS (MacoBe pyHHYBaHHS
yepes NPUPOAHI KaTakIi3MHU KaHAIB 3B'S13KY); TEXHOTCHHOTO MOXO/»KEHHs (aBapii Ha
IHKEHEePHUX MEpPekax 1 CIopyJax KUTTe3a0e3MedueHHs, aBapii TOJIOBHHX CEpBEPiB
CUCTEMHU YIIPaBIIHHS HAI[IOHAILHOIO OE3IMEKOI0 TOIIIO); aHTPOMOTEHHOTO TTOXO/IXKCHHS
(MOMWJIKOBUM 3amyCK MHporpamu, (HE)HAaBMHCHE JOIMYLIEHHS 4Yepe3 HeIOTpPUMaHHS
npaBui 6e3neku po6oTy B [HTepHETI IHCTANAMIT 3aKIa0K TOIIIO).

3a xapakTepoMm peaiiszallii: peanbHl (akTHBi3allis NUIAXIB JecTadimiszarii €
HEMHUHYYOI0 1 He 0OMeXeHa YacoM 1 MPOCTOPOM); TIOTEHIIMHI (LUISXH JecTalimizanii
MO>KJIMBI 32 TIEBHUX YMOB CepeoBHIIA (PYHKI[IOHYBAaHHS OpPraHiB MyOII4HOT BIAIN);
3MIIMCHEH1 (3arpo3W BTUICHI Y JKUTTA); VYsIBHI (YMOBHI UM CXOXI1 3 ICHYIOUHMH, aJie
TaKUMHU HE €).

3a cTyneHeM TiIMOTEeTUYHOI IIKOJU: 3arpo3a (SIBHI 4Yd MOTEHIINHI [ii, sKi
YCKIAAHIOITh a00 YHEMOXKJIMBIIOIOTh peali3allif0 HaI[lOHAILHUX I1HTEPECiB B
iHopmariiiHiii cdepi 1 CTBOPIOIOTH HEOE3MEeKy JUii CHUCTEeMH YIpaBIiHHS
HaI[lOHAIBHOIO OE3IEeKOI0, JKUTTE3a0€3MeUeHHS i1 CUCTEMOCTBOPIOIOYHMX €JIEMEHTIB);
HeOe3neka (Oe3nocepenHs naectadumizamiss (YyHKUIOHYBAaHHS CUCTEMHU YINPAaBIIIHHS
HaIllOHAJIBHOIO OE3IMEKOI0).

3a WMOBIpPHICTIO peali3allii: BIPOTiJHI (32 BUKOHAHHS MEBHOTO KOMILJIEKCY
YMOB OOOB'SI3KOBO HAacTaHyTbh., HANpPUKIAJ, OrOJOLIEHHA aTaku 1H(GOpMALIITHUX
pecypciB, IO MEepey€e BIACHE aTalll); HEMOKJINBI (32 BHKOHAHHS TIEBHOTO KOMITJIEKCY
YMOB HIKOJIU HE HAaCTaHYyTh, MEPEBAKHO MAIOTh OLIBIN JEKJIapaTUBHUN XapaKTep, He
NIJKPIIUICHUH  peajbHO 1 HaBITh MOTCHIIMHOK  MOMKJIUBICTIO  31HCHUTH
MIPOTOJIONICHI HaMIpH, BOHHW 37e01IBIIOI0 MalOTh 3aJIIKyBajbHi); BHIIAJIKOBI (3a
BUKOHAHHSI TIEBHOTO KOMIUIEKCY YMOB MPOTIKAIOTh MO-PI3HOMY, iX aHANI3yIOTh 3a
JIOTTIOMOTOI0 METO/IIB JIOCII/DKEHHS Omepaliiid, 30kpemMa Teopli KMOBIpHOCTEH 1 Teopii
1rop, SIKl BUBYAIOTh 3aKOHOMIPHOCT] y BUMAaJKOBUX SBHILAX).



3a piBHEM JI€TEPMIHI3MY: BUIAAKOBI (3arpo3H, Kl MOXKYTh TpanuTUCS a00 He
TpamUTHUCA — 3arpo3d XakepiB JecTabimizyBaTd 1H(OpMAaIliliHI CHUCTEMH OpTaHiB
BJIa/IM); 3aKOHOMIpHI (3arpo3u CTIHKOTO, MOBTOPIOBAJIBLHOTO XapaKTepy, 3yYMOBJIECHI
00'€eKTUBHUMH YMOBaMU ICHYBaHHsI Ta PO3BUTKY cUCTeMHU 1H(pOpMaIliiiHOT Oe31eKku, —
YHUCJICHH] aTaky XakepiB Ha odiuiiini caittu @BP, IPY CILA).

Lle#t mepenik, 3BICHO, MO>KHA TIPOJIOBKYBATH, aJIe OUEBHIHHUI TaKHii BUCHOBOK.
Tak, MOHATTS «3arpo3w» pO3MIANAIOTH MEPEeBAXHO aOCTpakTHO abo CIHPOIIEHO,
MOJIEKY/IH 3BY>KE€HO, BIAIPBAHO B1JI KOHTEKCTY MOHATTS «iH(popMaliiiHa Oe3nekay i
Maibke He TOB'sI3aHO 3 KOHTEKCTOM POJOBOTO MOHATTS «3arpo3ay.

3arpo3u iHpopMaliiHiil 6e3neni YKpaiHu MU PO3TIISIAEMO SIK AETEPMIHYIOYI
dbakTopu, 10 3yYMOBJIOIOTH 1 MOPOKYIOTh HETATUBHI SIBUIIA, SKI MOCITalOTh Ha
HAI[lOHANBHI 1HTepecH B i1HQOpMariiiHiii chepi, opranizamiro Ta (yHKIIOHYBaHHS
HaI[lOHAIBHOTO 1H(OPMAIIIHHOTO MPOCTOPY 3arajioM. BoHn MarTh a00 MOXKYTh MaTH
HIMpPOKOMAacIITaOHe 3HAUYCHHS, ITOB’sI3aH1 3 pU3MKaMHM 1 HeOe3MeKaMu B 1HIINX cdepax.

YV migposznim 4.3 «llpobnemu i Hanpamu YOOCKOHANEHHS — HOPMAMUBHO-
npasosoi CK1adosoi mexauizmy 3abesnedenus iHGopmayiinoi be3nexku YKpaiHcbKoi
Oepoicasuy POBEICHUH HayKoBUi aHami3 JlokTpuHu iHdopMaIiiifHoi 6e3nekn YKpaiHu
JI0O3BOJIMB HaM BCTAaHOBUTU 1i TEXHIKO-IOPUJMYHI HEJOJIKH, a caMme: 3MICTOBHI
MOBTOPEHHS, 3arayibHI (DOPMYITFOBaHHS, AyOMIOBaHHS TOJIOXKEHB 1HIIMMX HOPMATUBHO-
npaBoBUX akTiB. KpiM TOro, BHSBICHO ¥ KOHIENTYajJbHI HEIONIKH I[HOTO
JOKTPUHAJILHOTO JIOKYMEHTA: 3aCTOCYBaHHS BY3bKOTO IMIJIXOY /10 00’ €KTIB MEXAHI3MY
3a0e3nedyeHHs 1H(opMaliiHOT Oe3meku o0coOU; HasSBHICTh CYNEPEYHOCTEH Ta
TyOIIFOBaHHS MOJIOKEHb Y TIEPEIIiKYy HalllOHAbHUX 1HTepecCiB B iH(opmarliiiHii cdepi;
JOTYUIECHHS! TTIOBTOPEHb, HETIOBHOTH TMEPENTIKY, TEPMIHOJIOTTYHOI HEBU3HAYEHOCTI TIPH
BUJIIJIEHH] 3arpo3 I1H(QopMauiliHii Oe3neni Jep:KaBH; BUKIAACHHS MOMMIKOBOIO
aHami3y cutyarii y cdepi iHpopmarliiiHoi 6e3neku Iep:kaBy; BiICYTHICTh MOJOKEHb
po creriainbHi iHhopMaIliiiHi oneparii.

Jlns 3abe3nedyeHHs iHpopMaliifHOi Oe3nekn YKpaiHv, 0COOIMBO B yMOBAax
BilfHM Ta T10puaHOi arpecii P, Bkpall BaxxJiMBe 3HAUCHHS Ma€ YiTKAa PErIaMeHTAIlis
poBeIeHHs IHPOPMAIIHHUX OTepalliii y MUPHUI Ta BOEHHUH Yac.

Tomy icHye HarampHa morpeba po3poOUTH  KOMIUIEKCHHM HOPMAaTHBHO-
MPaBOBUM aKT IIOJO0 MPOBEJCHHS CHellalbHUX 1HPopMaliiiHux oneparii. Ha nam
TIOTJISI/I, HOPMATUBHO-TIPABOBHI akT Mpo iHOpMaIIiifHI omnepaiii ¢ po3poOuTH 3a
3pa3KoM aMepUKaHChKOi NTOKTpuHU «IHpopmaniiini onepartii» (JP 3-13).

HopmaTuBHO-TIpaBoBa CKJIafjoBa MeXaHi3My 3a0e3nedeHHs iHdopMaiiitHoi
0e3neKy KOHCTUTYLIMHOI JepKaBu YKpaiHa BUKOHYE HU3KY 3aBJIaHb: BiJl BU3HAUYCHHS
oprasizaliiifHoi Oy/IoBH IIbOTO MEXaH13My, PETYIFOBaHHS JiSJILHOCTI HOTro cy0’€KTIB 1
710 3a0€3MeUeHHsI 3aKOHHOCTI MOTro (DyHKIIOHYBaHHS.

OCHOBHUM HampsIMOM YIOCKOHAQJIEHHS HOPMATHUBHO-TIPABOBOi CKJIJOBOi
TaKOTO MEXaHI3My BBa)Ka€MO CHCTEMAaTH3aIlilo, SIKa Ja€ 3MOTY BHUPIIIUTH MPOOIeMy
TEPMIHOJIOTIYHOT HEY3TO/PKEHOCTI, YCYHYTH NPOTHpPIUYSl MK aKTaMH PI3HOI
IOPUANYHOI CHJIH Ta 3a0€3MEeYHUTh €HICTh HOPMAaTHBHO-ITPABOBOTO MOJS.



Bumaerbcsi OIITBHUM TakKoX 3amponoHyBatu po3podutu Kopekc 1mpo
iHopmartito Ta iHpopMaIliiHy Oe3meKy YKpainu, 000B’SI3KOBUMHU PO3IIJIaAMHU SIKOTO
MaloTh OyTH: 3arajibHi MOJOXEHHS (PO3KpUBAIOTHCS OCHOBHI MOHATTA, cdepa mii,
BU3HAYAIOThCS Cy0’ €KTH, 3acaJy TOUIO); PO3AUI, MPUCBAYEHUHN 1H(OpMaIlii, J0CTyIy
10 Hei Ta ii 3axucty; po3ain, mo perymoe IKT Ta 1HpopmauiitHy 1HppacTpyKTypy B
JIEp>KaBi; pO3/T MPO KiOepImpocTip; PO3ALT MO0 cTpaTerii iHdopMaIliifHOT Oe3NeKH;
OKpeMI1 PO3/iIM CTOCOBHO 1H(OpMaIliifHOi 6e3meku ocoOu, CyCIiIbCTBA Ta ACPKaBH.

VY migposnuni 4.4. «Incmumyyitina cknaoosa 3abesneuenHs iHGOpMayiuHoi
Oe3nexku YKpaincokoi oepacasu ma ii YOOCKOHANEHHS 8 CYUACHUX YMOBAX» 3 SICOBAHO
BEKTOP Y/IOCKOHAJICHHS] KOHCTUTYIIMHOTO Ta MIPAaBOBOTO BPETYJIOBAHHS MPOOIEMHUX
NUTaHb, 3allpOTMIOHOBAHO peajibHl MEXaHI3MU JJs  pePOopMyBaHHS 1CHYIOUHMX
MEXaHI3MIB Ta I1HCTHUTYIIi, 3allPOIIOHOBAHO KOHKPETHI 3aXOAH JUIS IIBUAKOTO M
e(heKTUBHOTO HOPMOTBOPEHHS Ta YCyHEHHS 1ICHYIOUHX MTPOOIEeM.

Tak, y 3akoHO/1aBCTBI YKpaiHU periiaMeHTOBaH1 3arpo3u HaIllOHAIbHIN Oe3merri
VYKpaiHu Ha CydyacHOMY €Tarl PO3BUTKY HAILIOrO CYyCHUIbCTBA 1 JI€PKaBU ICHYIOTH Y
30BHINIHBOMIONITUYHIN cdepi, y cepi nepkaBHOI Oe3neku, y BoeHHIH cdepi Ta chepi
Oe3MeKnu JCP>KaBHOTO KOPJAOHY VYKpaiHW, y BHYTPIIIHBONOMITHYHIN cdepi, B
€KOHOMIYHIH cdepl, y colianbHii Ta ryMaHiTapHii cepax, y HayKOBO-TEXHOJIOT14HIM
cdepi, y cdepi IUBLIHHOTO 3aXUCTY, B €KOJIOT14HIM cdepi, B iHdopMaIiitHii cdepi.

besnocepenHbo AeTEpMiHYIOTh MOCATAHHA Ha 1H(OpMaIlliHy Oe3IeKy, Tak
caMo fK 1 Ha JIep>KaBHUI CyBEpEHITET, TEPUTOPIANIbHY LITICHICTh JA€pkKaBU, YKpaiHU
Taki 3arpos3u, sIK MpeTeH3ii 3 OOKy IHIIMX JepXaB CBITYy, IIoOami3ailis CBITOBUX
BIJTHOCHUH 1 30CEpEKEHHS BaXKEJIIB BIUIMBY Ha CBITOBI MPOIIECH B pyKaX OKPEMUX 0Ci0
abo TpyIm, MpOsIB CemapaTu3My 1 HaMaraHHs aBTOHOMI3allli 32 €THIYHOI O03HAKOI0
OKpEeMHX PErioHIB YKpaiHu. YCl1 1HI 3arpo3u HalllOHAJIbHIN Oe3neni YKpaiHu MOXKYTh
IpsIMO M HE CTBOPIOBAaTHM HEOE3MEKHW IIOCATAaHHS, ajie TIE€ YW 1HIIOK MIpOIo
T1JIPUBAIOTh 111 PyHIaMEHTaIBHI HIHHOCTI JEp>KaBU Ta CYCH1JIbCTBA.

Crip miKpecnuTy, o 3arpo3u iHGopMauiiiHiil 6e3neni Jep:KaB BUXOAATh 3a
MeXl TeorpadiyHMX iX KOPIOHIB, MOCSTAIOTh Ha HAI[lOHAIBHWNA 1H(OpMAIliHHUN
MPOCTIp, ajie MOKYTh MaTU TPAHCKOPIOHH] YU TIO0AIbHI HETaTUBHI HACIIIKH.

OT1xe, HeOOX1HICTh MOJANBIIONO BUBYEHHS 1 PO3POOICHHS YITKOTO MOHSTTS
«3arpo3a» € HarajbHOK 1 Mae OyTH clpsiMOBaHa Ha (OpMyBaHHsS €(QEKTUBHOI i
peanbHOl CHUCTEMH MOHITOPHHTY Ta YIPABIIHHS 3arpo3aMu, 1HITUMHU PU3HKAMU IS
1H(popMalliitHOT Oe3neKu AepiKaBH.

3 Meror 3anoOiraHHd W MNOpOTUIl ICHYIOUMM Ta HMOBIPHUM 3arpo3am
iHopmariiiHiid Oe3meri cTpareridyHe 3aBHaHHS Cy4dacHOi JEpiKaBH, 3 ONISAY Ha
BIAMOBIAHI (YHKIIIT 1 3aBJIlaHHS MOJISATAE Y CTBOPEHHI Ta (DYHKI[IOHYBaHHI MEXaHI3MY
3a0e3neueHHs 1HQopmaliiHoi Oe3nexku. BiH nependayae MOCIIIOBHY CHUCTEMHY
TUSTBHICTD, CYKYITHICTh 3aXOMiB 1 Jep>KaBHO-NPABOBUX IHCTUTYIIIH, MO TMOKJIMKAaHI
rapaHTyBaTH O€3MEepEeNIKOAHY peali3allil0 HaI[lOHAIbHUX IHTEPECIB JEep>KaBH B
iH(dopMalliitHii cdepi, BIANOBIIHUX IHTEPECIB JIIOJMHU 1 CYCHIJIbCTBA, 3amo0iraTu
1H(popMaliiHUM KOH(IIKTaM Ta ONEpaTUBHO iX JoJlaTU. BpaxoByrouw aKTHBHY
ro0anizaiiro 1HhOpMaIiTHO-KOMYHIKAI[IHHUX MEPEXK, BAKIIMBO HE TITLKH JIEpiKaBam,



a ¥ MDKHApOJIHUM OpraHizaimisiM JIOJy4aTHUCh JO CHIBOpAlll B Hampsmi MOPOTUMIIi
PI3HOMaHITHUM BUJaM 1HPOPMaLIHOI arpecii.

BUCHOBKH

VY nuceprauiiiHOMy AOCIIJDKEHHI 3/1MCHEHO KOMIUIEKCHY HAyKOBY PO3POOKY
TEOPETUKO-METOOJIOTIYHUX Ta TPABOBUX 3acajy  3a0e3medeHHs 1H(POpMAIIiHOT
oesneku sk PyHKIT cygacHux aepkaB. Ha 0CHOB1 MOpPiBHSUIBHO-IIPABOBOTO aHATI3Y
MDKHApOJHO-TPABOBUX  aKTIB Ta  HAlllOHAIHHOTO  3aKOHOJABCTBA  YKpaiHHU,
3apyOi’KHOTO 3aKOHOMABCTBA 1 JIOCBIY BHUOKPEMJICHO DSl MOJENeH 3a0e3MedeHHS
iH(opmariiitHoi Oe3neku, a Takox ix ocobnuBocTi. CHopMyIbOBaHO MPOMO3UIIT Ta
pekoMeHaanii 10A0 YAOCKOHAJeHHsS 3a0e3rnedyeHHs 1HGOpMaIliiHOI  Oe3neku
VYkpalHChKOi JepaBM B yMOBax €BpOIHTErpailii, I1HTEpBEHLIi Ta PO3BUTKY
100anbHOTO 1H(GOPMAIIHHOTO TpocTOopy. BHCHOBKHM, mpomo3ullii Ta pexoMeHAarlil
1010 HAYKOBOT'O M MPUKIAJHOTO BUKOPUCTAHHS OTPUMAHUX PE3YJIbTaTiB BUPIIICHHS
HAYKOBOi ITPoOIeMHU MIATBEPIKYIOTh aKTyallbHICTh TeMU. OCHOBHI 171€1 TOCTIPKEHHS
TaKi:

1. OOrpyHTOBaHO TEOPETHUKO-METOJOJIOTIYHI OCHOBM KOHCTUTYIIIHHO-
MpaBOBOrO 3abe3neueHHs iHGopMaliiiHOoi Oe3MeKu Ta BU3HAYEHO, 110 aKTUBI3aIlis
JOCITIKEHB B 1H(hOpMaIiitHii cdepi B YkpaiHi B OCTaHHIMH POKH 3yMOBJICHA PI3HUMU
yuHHUKaMU 1 (aktopamu. Tak, 30kpeMa, CHo4YaTKy IPOCIIIJIKOBYBAaBCS HayKOBHIA
1HTEpeC 10 npobiaeMaThku iHpopMallii Ta 1H(QOpPMAaIiHHOTO CyCHiNbCTBA, 3rOI0M 0
1H(pOpMAaIIHHOT TONMITHKYU JAepKaBu Ta 1HPOPMAaLIMHUX MPaB JIOJUHH 1 TPOMaIIHUHA,
3pemTor, 1 10 iHpopMalliifHoi Oe3neku, kidepOesneku, 1HPopMaIiiHOI BIMHH Ta
iHpopMariitHoi o0opoHH, iHPOpMaIIiHUX 3arpo3, i1H(QOpMAIIWHUX IIHHOCTEH,
HaIlIOHAJIBHOTO Ta T100aJbHOro 1H(OPMAIIHHOTO MTPOCTOPY TOIIIO.

['onoBHuM HampsiMoM y peamizamii (yHKIil JepkaBu 13 3a0e3MeUeHHS
iH(opMariitHoi Oe3rneku € 3axucT iH(opMaliitHoi cdepu ocodbu Ta ii mpaB y Hil, ane
Ha CbOT'OJIHI B CUCTEMI LICHTPAJIbHUX OpPTraHiB Jep>KaBHOI BUKOHABUOI BJIa iy Y KpaiHU
HEMae OpraHy, BIAMOBIAAILHOTO 3a 3a0e3neueHHs iHdopmariiitnoi 6e3nexu ocoou. Y
3B’SI3Ky 3 IIMM IIPOTNIOHYEMO CTBOPUTH CHEIlaJIbHUHN, HalllOHAJIbHUH, KOJeTialbHUN
opraH 13 3axHUCTy MEpCOHAIbHMX JaHuX — HallloHaJIbHY KOMICIIO 13 3aXHUCTy
MepCOHANBHUX JAHUX. 1i (GOpPMyBaHHSA CIiA 3AIMCHATH Ha 3acajax ONTHMi3allii,
€KOHOMIYHOI JIOIIJILHOCTI, SKICHOTO TEXHIYHOTO Ta KaJpOBOTO 3a0e3MeUeHHS W
IIMPOKUX MOBHOBaX€Hb. OCHOBHUMHU 3aBIaHHSIMHU IIbOTO OPTaHy MalOTh OyTH: 3aXUCT
paB TPOMaJIsiH y chepi IepCOHATbHUX JaHUX, PETYIIOBaHHSA 3aXHCTy MEPCOHATBHUX
JTAaHUX, KOHTPOJIb Ta CaHKIIi1, IHHOPMYBaHHS Ta OCBITA.

2. TpyHTYIO4HMCh Ha METOMOJIOTII CHCTEMHOIO MiAXOdYy, OXapaKTEpU30BAHO
I€He3y HAayKOBUX JOCII/DKeHb 1H(OpMaIiitHOro cycniibcTBa Ta 1HQOpMaLiHHOT
Oe3meku, SKi 3yMOBJIEHI OararbMa OOCTaBMHAMH, TEHACHISIMA W 3aKOHOMIPHOCTSIMHU.
30KkpeMa, AakIEHTOBAaHO YBary Ha TOMY, IO CTPIMKHIA PO3BUTOK iH(OpMAIliHO-
KOMYHIKAI[IMHUX TEXHOJOIH, AOCTyn 10 1H(GOpMAIIHHUX PECypCiB, $KI IMOCTIHHO
MOJIEPHI3YIOTbCS, JIDKUTAII3allisd, a TaKoXX CTBOPEHHS, pO3MOBCIOKEHHS Ta
MaHIIMyJIFOBaHHS 1H(GOPMAIIIEI0, Y TMPOTUCTOSHHAX MDK Jep)KaBaMHU Ta arpecii 3 OOKy



TEPOPUCTUYHUX OpPTaHi3alliil 3aCTOCOBYIOTbCS METO/M, 3aCHOBAaHI Ha 1H(GOpMAaIIHHUX Ta
KOMIT FOTEPHUX TEXHOJOTAX M 1H(OPMAIIHO-TICHXOIIOTTYHOMY BIUIMBI, €IEKTPOHHUX
3aco0ax MacoBoi iH(opMartii To1o. BUKOpUCTOBYIOTHCS PI3HOMaHITHI 3aX0/1, CEPET TKUX
npornaraHja, MpOBOKAaIlii, MOIIMPEHHSI HENpaBAuBol 1H(opMallii «(erkip», Kibeparaku,
KpaJlKKH TMEPCOHANBHOI 1H(pOpMalii Ta ii MOIIMPEHHS, PO3NaOBaHHS KOH(QIIIKTIB Y
CoIllalIbHUX Mepexax abo iH(opmariitHoi (TiOpuaHOI) BifiHM, IO Ma€ MPUXOBAaHUH 1
TPUBAIUN XapaKTep.

Po3risia iHCTUTYLIHHOT CKIIaoBOi MexaHi3My 3a0e3nedeHHs 1HPpopMaliiHOoi
Oe3meku JepaBuW Ja€ 3MOTYy BCTAaHOBUTHM YOTHUPH CIELIaJbHUX CYO’ €KTH
(MinicTepctBo  KyJabTypu  Ta  iHGopMamiiHOi  momitukd,  MiHudpw,
Hepxcnenss’s3ky, HamioHanbHa KOMiCisl, IO 3A1MCHIOE AEp>KaBHE PETYIIOBAHHS Y
chepi 3B’sa3Ky Ta iHpoOpMaTu3alii) Ta YOTHPU CYO’ €KTH 31 CHemiaTbHUMH
MOBHOBAXEHHSIMU 11010 peaizaiii GyHKIiT [epkaBu 13 3a0e3nedeHHs iHpopmarinuoi
oesnexkn (MinicTepcTBO 000poHM YKpaiHu, MIiHICTEPCTBO 3aKOPJIOHHHUX CIpaB
VYkpainu, Cnyx0a Oe3nexku Ykpainu, Jlemaprament kiOeprnosiiii HarioHnanbHOi
noumiii Ykpainn).

3. PO3KpUTO OHTOJIOT1YHUH, THOCEOJOTIYHHN Ta aKCIOJOTIYHUNA aCIEeKTH
NiIXOMIB A0 BUBYEHHS (YHKLIN nepkaBM B cydacHMX ymoBax. IliikpeciieHo, 110
3arpo3u B iH(OpMaIliiHii cdepl CTOCYIOThCS I1HTEPECIB JIOJWHU, CYCHIbCTBA
JIEp’)KaBU Ta CBITOBOI CHMUIBHOTH. TOMy jKOJHA JeprkaBa, BKIIOYAIOYM YKpaiHy, HE
MO3K€ CTOSITH OCTOPOHb IIUX MpobsieM. | cepea HanmpsiMiB iX AIsUIBHOCTI TAKUM YMHOM
BUOKpeMUJIach 1HGopmaliiiHa QyHKuis AepxaBu a00 B3araji caMmoOCTiiiHa rpymna
dbyHkuii nepxaBu B iHGopmaiiitHii chepi. [ndopmariiina QyHKIS HaTEKUTH 10
OCHOBHHUX (DYHKIIIM JepxaBU 1 CTaHOBUTh C(HOPMOBAHMM Yy CyYacHHX YyMOBax
OCHOBHHUI HampsiM 1i AiSUTBHOCTI B 1H(OpMaIliiiHiii cdepi, 3HaYCHHS MPABOBOTO
pEryJIOBaHHS SKOTO 3YMOBJIEHO OO €KTUBHUMH TpoIlecaMH TIJ100albHOrO Ta
HalllOHAJIBHOTO 1H(GOPMAIIIHHOTO PO3BUTKY, 0€3MOCEPEIHHO BHUpPAXKAE 1 MPEIMETHO
KOHKPETH3y€ CYTHICTh Cy4YacCHOi Jep)KaBHM — JOCSTHEHHS JeMOKparTii, pO3BUTOK
TPOMAJITHCHKOTO  1H(GOPMAIIITHOTO  CYCHUIBCTBA, TI00aNbHUX  1H(GOpPMAIITHO-
KOMYHIKaTHBHUX TEXHOJIOTIH.

['onoBHUM HampsiMoM y peanizamii (QyHKUii JepkaBu 13 3a0e3MeueHHs
1H(opmaniiiHoil Oe3neKn € 3aXucT IHPopMaLiiHOI cdepr ocoOu Ta ii mpaB y HiH, ane
Ha ChOTOJHI B CHCTEMI LICHTPAJILHUX OpPraHiB JACP>KaBHOI BUKOHABYOI BIagu YKpaiHu
HEMae OpraHy, BIAMOBIAAIILHOIO 3a 3a0e3neueHHs iHdopmaliitnoi 0e3nexku ocoou. Y
3B’SI3Ky 3 LIUM IPOMOHYEMO CTBOPUTH CHEIIaJIbHUM, HalllOHAIbHUM, KOJerialbHUun
opra 13 3axHUCTy MEpPCOHAIbHUX JaHUX — HallloHAIbHY KOMICIIO 13 3aXHCTy
MEePCOHAIBLHUX JaHUX. Ii dbopMyBaHHS CIiJI 3MIMCHUTH Ha 3acajax OINTHUMI3allii,
€KOHOMIYHOI JIOLUUIBHOCTI, SIKICHOTO TEXHIYHOTO Ta KaJpoBOro 3a0e3reueHHs U
[MIMPOKUX MOBHOBaX€Hb. OCHOBHUMHU 3aBJaHHIMH LIbOI'O OPTaHy MAIOTh OyTH: 3aXUCT
paB TPOMaJisiH y cepi NepCOHATbHUX JAHUX, PETYJIIOBaHHS 3aXUCTy NEPCOHATBHUX
JTAHUX, KOHTPOJIb Ta CaHKIIi1, IHHOPMYBaHHS Ta OCBITA.

4. Po3kputo cucteMy 1H(POpPMaLIHHOI O€3MEKU: MOHATTA 1 MPAaBOBY MPUPOLY,
CHIBBIIHOIIEHHS 1H(GOpMaIIiifHOT Oe3MeKu nepkaBu Ta iHdopmairiitHoi BiitHu. [Topsin 3



1H(pOopMaIiiHOIO (PYHKIIIEIO Jep:KaBU AOCIIIHKEHO 1HPOPMaLITHO-BUXOBHY (PYHKIIIIO,
1H(pOpMaLlIHO-KOMYHIKaTUBHY  (PyHKILIIO JepkaBH, (YHKIIO 3a0e3MeYeHHS
iHopmariiinoi Oe3mekud TOmO. 3arajoM NPOaHaIi30BaHI HaMU MOHOTpadivHi,
JMCepTalliiiH JOCIIKEHHSI, 1HIII HAYKOBI TIpalli 3aCBII4yIOTh HEOJHO3HAUYHMM IM1IX1]T
aBTOpIB A0 (QPYHKIIN JaepkaBu B 1HPopMauiiiHii chepi. Ciil mAKPECIUTH 3HAUHUMA
BHECOK Yy X BUBYEHHS 3HAYHOI KUTBKOCTI Cy4YaCHUX YYCHHUX — MPEICTAaBHUKIB PI3HUX
rajy3e OpUAMYHOI HayKu (Teopli JepkaBH 1 MpaBa, KOHCTUTYIIHHOrO TMpaBa,
aJIMIHICTPaTUBHOrO Ta 1H(QOPMAIIHHOTO MTpaBa, HUBUILHOIO 1 TOCIOIAPCHKOr0 MpaBa,
MDKHApPOJIHOTO TIpaBa), a TaKOX PAAY IHIIUX rajgy3ed BITUYM3HAHOI W 3apyOiKHOT
Hayku. Hacammepesn, Big3HAUMMO HAyKOBI 3J00yTKM Ha I[bOMY HUIAXY
O. Tuxomuposa, A. [1a3toka, T. Tkauyka Ta 6ararbox iHIIMX BYEHUX.

5. Hamano mnommbieHy i1HTEpIpeTalilo CHiBBIIHOMIEHHS 1H(OpMaIiiHOI
O€3IeKy 3 ACIKUMH 1HITUMHU BUJaMU Oe3MeKH. 3BaXkatouu Ha Te, 10 Mepe] BUCHUMH
NOCTAJI0 YMMAJI0 NUTaHb, HAcaMIEpe], CTOCOBHO JOLIJIbHOCTI BHOKPEMIICHHS
HampsMy Jep>KaBHOI MOMITHUKK Yy cdepl 3ade3nedyeHHs i1H(popMaliiiHOi Oe3nexku
VYkpaian sk camoctiiiHoi (yHKmii abo mia QyHKIil, BU3HAYEHO, MO (YHKIISA
3a0e3nedeHHs iHpopMalliitHoT O€3MeKH CTaHOBUTH NIEPEAYMOBY peaizallli Jep>kaBHOi
1H(pOopMaIIiHOT MOMITUKKA YKpaiHU, 3aXUCTy 1HOPMALIITHUX TIpaB 1 CBOOO JIFOAUHU
Ta TPOMAASHWHA, 3aXUCTy 1H(POPMAIIMHOTO CYBEPEHITETY IepKaBH ¥ 3arajiom
1H(opmaIiiHOTO TPOCTOPY.

6. Bu3HaueHO OCHOBHI NMPUHUMUIIK 3a0€3MEUEHHS JEP:KaBoro 1HGOpMaLIiHOI
0e3MneKu y KOHTEKCTI HOBEJI 3aKOHO/IaBCTBA. BeeOiunuit anani3 6a30Boi JOCTIIKYBaHOT
Kareropii — «iHdopmarriiina 6e3neka» — Jga€ MOKIUBICTh BUOKPEMUTH Pi3HI MIAXOIU
JI0 PO3yMIHHS i1 MpUpoaAM 1 3MicTy. HalOuIbll MOMIMPEHUMH 3 HUX €: TisUIbHICHUM
(Oe3neka sk mpotiec, ii 3a0e3neueHHs, 3AaTHICTb JepKaBU €(PEKTUBHO 3/1ICHIOBATH
dbyskuii y mii cdepi), ctaTuaanil (6e3meka K CTaH 3aXHIIEHOCT! 1H(GOPMAIIITHOTO
npocTtopy, 1H¢popmarlii, i1HGOPMAIIHHOTO CYCHIJILCTBA 1 CHCTEMa BiJAMOBIIHUX
rapaHTii TOIIO0), KOMIUIEKCHHUI a0o 3Miiianuii (O0e3meka ik CTaH 1 mpoIiec).

7. Po3kpuTO 0OCOOMMBOCTI MPABOBOTO  PETYIIOBaHHS  3a0e3MeueHHS
iH(popmariiiinoi O6e3neku SK OfHI€T 3 HalBaxJIWBIMMX (YHKIINA nepkaBu. [IpaBose
perymoBaHHs iH(popMalliiiHoi Oe3neku B YKpaiHi, peanizaiis QyHKIIT 3a0e3rneueHHs
1H(opmaniiiHo1 Oe3neKu 1epKaBu 301MCHIOIOTHCA HAa OCHOBI ICHYIOUHUX MI)KHApOJIHO-
npaBoBuX cTaHAaptiB, Konctutyii Ykpainu, 3akoHiB Ykpainu «IIpo HamioHanbHy
oesnexky VYkpainu» 2018 p., «lIpo Kouuenmito HarmionansHoi nporpamu
inpopmatuzaniin» 1998 p., «IIpo OcHoBHI 3acagu pO3BUTKY iH(OpPMAIIITHOTO
cycrmisbeTBa B Ykpaini Ha 2007-2015 poxu» 2007 p., Pimennst Pagu HamionampHOT
oesneku 1 obopoHu Ykpainu Bing 29.12.2016 p. «IIpo Jdokrpuny iHdopmariiitHoi
oe3neku Ykpainuy, 3aTBepakeHoro Ykasom Ilpesunenra Ykpainu 2017 p., 3Ha4uHOi
KUTBKOCTI 1HIIMX HOPMATHBHO-TTPABOBUX AKTIB.

Tax, 3rigHO 3 ICHYI0OYMM 3aKOHOAABYNM BHU3HAYEHHM, 1H(DOpMarliiina Oe3neka
— CTaH 3aXMIIEHOCTI KUTTEBO BAXKJIUBUX 1HTEPECIB JIOJIMHU, CYCIILCTBA 1 ICP>KABH,
IpU SIKOMY 3aro0iraeThCsi HAHECEHHS IIKOJM Yepe3: HEMOBHOTY, HEBYACHICTh Ta
HEBIPOT1IHICTh 1H(OpPMAIlii, 0 BUKOPUCTOBYETHCS; HETATUBHHUI 1H(POpMAIIHHHIMA



BIUIMB; HEraTMBHI  HACIIJKM  3aCTOCYBaHHsA  1H(OpMAaIIHHUX  TEXHOJIOTIH;
HECAHKI[IOHOBaHE TMOIIMPEHHS, BUKOPUCTAHHA 1 TMOPYLIEHHS  I[UIICHOCTI,
KOH(]IEHIIHOCTI Ta JOCTYIMHOCTI 1HGOpMAaIlii.

Pazom 3 Tum, 3a cr. 17 Koncruryuii Ykpainu 3a06e3neueHns iHGopMaiiitHoi
O€3MeKH BU3HAHO OJIHIEI0 3 HAWBaXIMBIIMX (YHKLIM Aep:KaBH, CIPABOK BCHOIO
VYkpaincekoro Hapony. Ciij 3a3Ha4UTH, 1110 i1 peasizaiis, SK 1 BiacHe iHdopmarliiina
Oes3reka, MaloTh MIKTAITy3€BY MPUPOY, 110 BiJOOpaKae€ThCs Y 3HAUHOMY KOMILIEKCI
dbopM 1 MeTO.IB, PIBHIB 311ACHEHHA. PO3KPUTO KOHCTUTYLIHHO-IPABOBI Ta 1HIII
3acaau, OCOOMMBOCTI 37ifiCHEHHsS 1€l (YHKIT JepKaBu B HallOHAIbHOMY i
MDKHApOJIHOMY MaciiTabi TOIIo.

3 orysany Ha cy4yacHUM CTaH 3arpo3 iHdopmalliiHii Oe3relll, y10CKOHAIeHO
NPIOPUTETHI HANPSIMH JEep>KaBHOI MOMITHKU Yy cdepi 3a0e3neueHHs iHPopMaIiiHol
Oe3rneku YKpainu:

a) 3aXUCT )KUTTEBO BAXKJIMBUX IHTEPECIB OCOOMCTOCTI, CYCITIJIbCTBA Ta JAePKaBU
BIJI BHYTPIIIHIX 1 30BHIIIHIX 3arpo3;

0) 3aXHCT CyBEpEeHITETY, MIATPUMKA MOJITHYHOI Ta COIMIAIbHOI CTAOLIHHOCTI,
TEPUTOPIATBHOI IIIJIICHOCTI YKpaiHu;

B) 3aXUCT KPUTUYHOI 1HPOPMaLIIMHOI IHPPACTPYKTYPH;

r) 3a0€3meYeHHs PO3BUTKY 1H(OPMAIIHHO-KOMYHIKAI[IHHUX TEXHOJIOTIH;

r) 3a0e3MeueHHss ydacTi YKpaiHu B MDKHApOJHIM cucTeMl iHopMaiiitHoi
Oe3MeKH.

8. VY3araJbHEHO TO3UTUBHUU 3apyOLKHHMM [OCBiA peamizamii  QyHKII
3a0e3mneueHHs iHPOPMaLiiiHOi Oe3leKH CydacHMX AepXaB. [PyHTOBHE BUBUCHHS
3apyODKHOrO JOCBiMY peamizamii QyHkiii 3ade3nedeHHs iHGOpMaIliifHOT Oe3neKu
CyYacHHUX JIepKaB J1a€ 3MOTY IMOPIBHIATHU Pi3HI MoJieli 3a0e3neueHHs iHpopMmaiiitnoi
oesneku. [lo-mepre, eBpormeiicbka Monens 3abe3nedeHHsT 1HGOpMAIiitHOI Oe3meKu
IPYHTYEThCS Ha NpodiabHOMY 3akoHOAABCTBI €C, HAI[lOHAJIBHUX aKTaX JeprKaB-
ydyacHullb. OcHOBOMONOKHUMHU JokyMeHTamu €C y it cdepi € 3akon €C «lIpo
ENISA (ArenrctBo €Bpomneiickkoro Coro3y 3 mnuTanb KibepOesneku) Ta mpo
ceprudikamiro kKidepdesneku iHGOpMAIIHHUX Ta KOMYHIKAIIMHUX TEXHOJOTIH Ta
ckacyBaHHs Perimamenty (€C) Ne 526/2013, JqupextuBa NIS Bix 06.07.2016 p. Ta
Pernamenr 3axucty nepcoHanbaux ganux (GDPR) ta ixmi.

9. OxapakTepu30BaHO €BPOIMEUCHKY MOJENb 3abe3rneueHHs 1HGOpMaIiitHO
Oe3Meku cyyacHux aepskaB. Mogeni indopmariiitnoi 6e3neku Opaniii Ta Himeuuunu e
e(peKTUBHUMH, BIINOBIJAIOTh CyYaCHHM BHMKJIMKAM Ta 3arpo3aM, SIKI CTOSTh Iepen
HAIIOHANBLHOIO OE3MEKOI0 IUX KpaiH. IX PO3BMHYTICTH 3a0e3MeuyeThcsl IPYHTOBHHM
aHaJII30M Ta CTpaTEriuHUMHU TIAXOAaMH, MPOQPECIMHICTIO KajpiB Ta YCBIAOMIICHHSIM
npoBiaHO1 poii HaiicydacHimmx IKT Ta iHHOBawiid. ["onioBHUMM CyO’€KTaMu 3aXHCTy
iHpopMartiitHoro Ta 1MdpoBoro cepemosuina PpaHiii BUCTyHarOTh HartioHambHE
areHTcTBO Oc3meku iHdopmamiiinux cucreM (ANSSI), CERT, COSSI, Buma pana
ayJioBi3yasibHUX 3aco0iB, HarionanpHa Kowmicis 13 3axucTy JaHMX Ta CBOOOJI,
JupekTopar 3 poO3BUTKY 3aco0iB MacoBoi 1H(opmarii, MiHicTepcTBO 000pOHH,
COMCYBER Ta MinicrepctBo BHyTpimHIX crnpaB. Y ®PH indopmamiitauii 3axuct



Jiep>KaBu Hacamrepen 3iicHioeTbess DenepanbHUM BIIOMCTBOM 3 O€3meku B cdepi
iHpopMartiitanx Texnomoriii (BSI), HamioHamsHMM IIEHTPOM KiOEp3aXWCTy, BIIILIOM
1HGOpMAIIIHAX Ta KOMIT IOTEPHUX MEPEKEBUX OIepallii KOMaHIyBaHHs CTpPAaTeriuHOl
po3Biaku byHjaecsepy.

10. BuzHaueHo 03HAaKM aMEpPHUKaHCHKOI MOZEIl 3a0e3MeueHHs iHpopMaLiifHOoi
Oe3MeKkn CydacHHMX JepkaB. AMEpUKaHChbKa MOJIeNb 3a0e3neueHHs 1HhopMariitHol
oesneku 3acHoByeThcst Ha Konctutymii CILLIA, 611 Hixk 500 deaepanbHux 3aKOHIB
Ta 3aKOHIB IITATIB, a TAKOXK HA HU3II CTpATErii Ta BIMCbKOBUX IporpaMm. OCHOBHUMHU
opraHamMu B cucTemi 3abesnedeHHsi iHpopmariitaoi 6e3neku CIIIA BucTynaroTh:
ATEHTCTBO  HaIllOHaJNbHOI  Oe3meku, JlemapramMeHT  BHYTpPIIIHBOI  Oe€3MeKw,
MinicrepcTBO  000pOHH, ATEHTCTBO 3 IMUTaHb KiOepOe3neku Ta Oe3nexku
1H(ppacTpyKTypu, ATEHTCTBO OOOpOHHMX iH(opMamiiHuX cucteMm Tomo. Cuctema
3aXUCTY  aMEPUKAHCBKOTO  KiOeprmpocTopy  IPYHTYETbCS  HA  NPUHIUII
0ararocToOpoHHKOI  MojeNl  ympaBiiHHA — [HTepHeTOM, 3acajgax  BIJKpPHUTOIO,
(YHKLIOHAJIBHO CYMICHOTO, HaJIMHOro 1 0Oe3neyHoro IHTepHeTy, NpPUHLIMII
1HBECTYBaHHs TIEPEIOBUX TEXHOJOTIHA, PO3BUTKY KaapOBOrO0 TMOTEHIATy Ta
€KOHOMIYHOI OOIPYHTOBAHOCTI.

11. IlpoananizoBaHO a31iCbKy MOAEIb 3a0e3neueHHs iHpopMaliiftHOi Oe3MeKu
Cy4aCHUX JepXkaB. 30KpeMa BHU3HAYEHO, IO KWTaWChKa MOMAENIb 1HGOpPMAIiitHO
Oe3MeKku € MPUKIAJ0M HEraTHBHOI Jep’KaBHOI MOMITUKH y cdepi iHbopmalii, amke
3aCHOBAaHA Ha TOTAJIILHOMY Jep>KaBHOMY KOHTpoJi Ta uensypi. ¥ KHP nie mporpama
«3omotuii mMT». 3a ii JOMOMOTrOI0 3AIHCHIOETHCS MAaHIMYJIIOBAHHS TPOMAJICHKOIO
JYMKOIO, IHTEpHET-1IeH3ypa Ta KOHTpouIb 3a I'T komnaHisMu Ta KOpucTyBadyamMu. 3aKOH
npo ki0epoOesnexky KHP Hece pusuku miist kommanii, ski npaioTs y chepi IKT, B
aCHeKT1 KOMEPLIIHOrO MIMIOHAXKY, KIOEP3IOUMHHOCTI Ta 3aJI€KHOCTI BiJl KUTAWChKUX
crenciyx0. Y cBolo dYepry, Mojelb 3a0e3nedeHHs iH(opmariiiHoi Oe3rneku PO
3aCHOBY€TBHCS Ha JICPKABHOMY MMAaTEpHAJI3MI Ta KOHCEPBATU3MI, III0 03HAYAE MOCTIHHE
NOCWICHHSI J€p>KaBHOrO0 KOHTpoio 3a BupoOHuKamu IKT Ta iHpopMauiitHuM
IPOCTOPOM KpaiHu, MOIPHU JEKJIApaIlilo TpiaJau 1HTEPECIB IEepKaBU, CYCIIILCTBA Ta
ocobu B iHpopMaIiiftHOMY cepeaoBuilli. OCHOBHUMHU 3aKOHOJaBYMMHU akTamu PD y
uii cpepi € Genepanbunii 3akonH «Ipo iHdopmarito, iHbpopMalIiitHI TEXHOJIOTT Ta PO
3axucT 1HpopMmauii» Ta [lokTpuHa iH(popmamiiiHoi Oe3neku P®. ['onoBHHUMHU
cy0’exTamu peanizaiii iHpopMaIliiftHOT oMITUKN € MiHKOM3B 13Ky Ta PockoMHarsi.
CaMe ocTaHHIM Mae MIMPOKI MOBHOBAXKEHHS MO OJIOKYBAaHHIO CaWTIB Ta aKayHTIB,
NOPYIIEHHIO aJMiHICTpaTUBHUX copaB npotu [T kommaniii Ta oOpradizaTopis
nomupeHHs iHdopmarii, BiAKIHKaHHIO JineH3ii y 3MI, tene- Ta pagiokomMmnaHiu,
BEJICHHIO peecTpiB iHOpMaIlii TOIO.

12. OOrpyHTOBaHO WUISXM HAMOBHEHHS HOBHM 3MICTOM IHCTUTYIIHHOT
CKJIaZ0BOi 3a0e3meueHHs 1HGOpMaIiifHOI O€3MeKr YKpaiHChKOl JepaBu Ta ii
YIAOCKOHAJIEHHSI B CyYaCHUX YMOBax. 3arajioM pi3HOMaHITHICTh TPAaKTyBaHb 0a30BHX
NOHATH y cepi iHPOopMaIIHHOT OE3MEeKH MOPOKY€E KOHIIENTyaIbHY HEBU3HAUYCHICTh
o0 peanizanii GyHKIT Aep:kaBu 13 3a0e3neueHHs 1HGOpMaIiifHOI Oe3NeKu K Ha
TEOPETHYHOMY, TaK 1 HA HOPMATUBHO-TIPAaBOBOMY piBHsX. [[71s1 ehekTuBHOT peanizartii



Ta BJOCKOHAJIEHHS IIi€i (DyHKIIT 3aKOHOJIABII0 BAPTO BU3HAYMTHUCS 3 KOHLEIILIEO
MexXaHI3My 3a0e3meueHHs 1HQopMmalliiiHoi Oe3neku AepxkaBu. [IpomoHyemo
po3rIIAIaT MeXaHi3M 3a0e3nedeHHs 1HPOpMaIliifHOi Oe3MeKH SK PEeriiaMeHTOBaHY
3aKOHOJ/IaBCTBOM JIiSTLHICTh YIIOBHOBaXXEHHUX CYyO’€KTiB, CIPSIMOBaHY Ha OXOPOHY Ta
3axucT 1HQopMaliiiHoi chepu 0coOu, CyCHiIbCTBa Ta JAEPXKABU BijJ 30BHINIHIX 1
BHYTPIIIHIX 3arp03 Ta YIOCKOHAJICHHS 3aX01B iHhopMaIliitHOi mpoTuii Ta 60poTHOH.
HaBenena nedinimisi OXOIUIIOE KJIIOUOBI €JIIEMEHTH MEXaHI3My 3a0e3rnedeHHs
iHpopMariitHoi Oe3neku: 00’€KT, CyO’€KT, 3arpo3u, Hampsmu, 3axoad. OO0’ ekTu
MexaHi3My 3a0e3neueHHs iHpopMaliiiHoi Oe3NeKku y Hai3arajabHIIIOMYy PO3yMiHHI —
L1e IPE/IMETH, SIBULIA, IIPOLIECHU Ta 0OCOOH, Ha SIKi 3IHCHIOETECS 1HPOPMAL[IHHIIA BILINB
Ta MO0 AKMX 3AIHCHIOIOTHCS 3aX0/H1 13 3a0e31edeHHs Oe3MeKu. [X MOKHA PO3AIIUTH
Ha comianbHi (0co0a, CyCIiIbCTBO, JEpKaBa, IX IHTEpECH, IpaBa Ta CBIAOMICTH) Ta
texHiuHi (iHdopmarris, iHGopMariiina iHQpacTpyKTypa, iHGOpPMAIiiHI TEXHOJIOTI
TOIILIO).

Amnani3 [loktpunu iHdopmaliiitHoi 6e3rnexn Y KpaiHu Jae 3MOry BCTAaHOBUTH i
TeXHIKO-FOPUIWYHI  HENOJIKHM, a caMe: 3MICTOBHI ITIOBTOPEHHS, 3arajbHi
dbopmyIroBaHHS, NyOIIOBaHHSA IOJO0KEHb 1HIIIMX HOPMATHBHO-TIPABOBHUX akTiB. Kpim
TOTO, BUSIBJICHO W KOHIENTYyallbHI HEIOJIKH IIbOTO JOKTPUHAILHOTO JOKYMEHTA!
3aCTOCYBaHHS BY3bKOTO TIAXOAy 1O OO’€KTIB MexaHi3My 3a0e3medeHHs
1H(popmariiinoi 0e3nexku 0coOu; HAsIBHICTh CYNIEPEYHOCTEH Ta IyOII0BaHHS MOJIOKEHb
y Mepesiky HalllOHAIbHUX 1HTepeciB B iH(opMalliiiHii cdepi; AoMyIIeHHs] TOBTOPEHD,
HEMOBHOTU TMEPENiKy, TEPMIHOJOTIYHOI HEBHU3HAYEHOCTI MPH BUAUICHHI 3arpos
iH(opmariiiHii Oe3merni Jep)aBu; BUKJIAJACHHS MOMMJIKOBOIO aHali3y CHUTyallli y
chepi iHDOpMaIIIHOT OE3MEeKH JepKaBH; BIJICYTHICTh IOJOXKEHb IPO CIelialbHi
1H(pOopMalliiiHl oneparii.

13. Busnaueno 3arpo3u iHpopMaIiifHiil O6e3merli: mpobiieMu BU3HAYCHHS Ta
nontosianHs. [l 3a6e3nedeHHs iHpopMaliiitHoi 6e3reku YKpaiHu B yMOBax T1OpUIHOT
arpecii P® Bkpalli BaXJIMBE 3HAYEHHS Ma€ 4YITKAa pErjaMeHTalisl MPOBEICHHS
iH(popmamiiHuX omepaniii y MUpPHHN Ta BoeHHUW Yac. Tomy icHye morpeba B
PO3p00JICHHI KOMIUIEKCHOTO HOPMATHBHOI'O aKTy IOJO MPOBEICHHS CIEliaJbHUX
iH(dopmatiiinux onepauid. Ha Ham nornsg, HOPMATUBHO-NPABOBUM aKT TIPO
1H(opmaniiiHl onepauii Cciaig po3poOMTH 3a 3PA3KOM AMEPHKAHCHKOI JOKTPUHU
«IHdpopmariiini oneparii» (JP 3-13).

HopmartuBHO-TIpaBoBa CKJiaJoBa MeXaHi3My 3a0e3nedeHHs iHhopMaliitHoi
0e3MeKr KOHCTUTYLIMHOI Jep>KaBu Y KpaiHa BUKOHY€E HU3KY 3aB/laHb: BlJl BU3HAUYCHHS
OpraHi3aliiiHoi 0y/1I0BM IIbOTO MEXaHI3My, PeryJIlOBaHHS JISIbHOCTI HOro cy0’ €KTiB
Ta 10 3a0e3nedyeHHs 3aKOHHOCTI Horo (QyHkiioHyBaHHS. OCHOBHUM HampsMOM
YIOCKOHAJICHHS HOPMAaTHMBHO-TIPABOBOi CKJIAJOBOI I[LOTO MEXaHI3My BBaKaEMO
CUCTEMATH3aIliI0, fKa JacTh MOMJIMBICTh BHUPINIATH MPOOJIEMY TEPMIHOIOTIIHOI
HEY3TOJDKEHOCT, YCyHYTH MTPOTHUPIYYS MK aKTaMHu pI3HOI IOPUIMYHOI CHIM Ta
3a0€3MeYNTh €HICTH HOPMATHBHO-TIPABOBOTO TIOJISI.

14. OkxpeciieHO HampsiIMU yIOCKOHAJICHHS MEXaHI3MIB 3a0e3Me4yeHHs
iH(opmarriiinoi Oe3neku JepkKaBd Ha TEOPETUYHOMY Ta 3aKOHOJABUOMY BHUMIPI.



Bunaerbcs nouiibHuM po3podutu Koxaeke npo iHdopmartiito Ta iHhopMarlliiiHy 06e3mexy
Ykpainu, O0OOB’SI3KOBUMH PO3/ALJIAMUA SIKOTO MalOTh OyTW: 3arajibHi  IOJIOKCHHS
(PO3KpUBAIOTHCS OCHOBHI MOHSTTS, cdepa Iii, BU3SHAYAIOThCS Cy0’€KTH, 3acajid TOIIIO);
PO3LJ1, TIPUCBSIUEHUM 1H(OpMAITiT, TOCTYITY JI0 HEl Ta il 3aXUCTY; po3.iid, 110 peryitoe IKT
Ta 1HpopMaLIiHy 1HQPACTPYKTYpy B JI€pXaBi; po3All Opo KiOEpHpOCTIp; PO3AUT OO0
crparerii iHGOpMaIIIHOT Oe3MeKr; OKpeMi PO3JUIM CTOCOBHO 1H(OpMAaIiitHOT Oe3reKu
0Cc0o0H, CYCIIILCTBA Ta JICP>KaBH.

AHami3 3aKOHOMPOEKTY TMpo MNpPOTHAIl0 nAe3iHdopmanii SK HampsaMmy
YIOCKOHAJIGHHS HOPMAaTUBHO-TIPABOBOi  CKJIAJ0BOI  MeEXaHi3My  3a0e3MedyeHHs
iH(opmariiiHoi Oe3reKku Jep,aBu CBIIYUTH MPO HENPUHUHATHICTH HonoBHeHb KK
VYKpaiHu HOBUMU CKJIaJlaMH 3JI0YMHIB y cdepl ne3indopmariii, 3 orjisgy Ha BEJTUKY
KUTBKICTh PH3UKIB Ui 3JOBXHBaHb, TepeciigyBaHb Ta IeH3ypu. BomHoYac
IPONOHYEMO BHECTHM B 3aKOHOJABCTBO YKpaiHM 3MIHM 1 JIONOBHEHHS UIOJ0
3aKpITJICHHS IOPSJIKY peai3alili mpasa Ha 3a0yTTs B [HTEpHETI.

[lepuioyeproBum 3axo0M NpoTHAii IHPOpMaLIiHUM BITMBaM P® Mae cratu
MOJICpHI30BaHa CHCTEMa KOHTPIPOMAraHAUCTChKOI disuibHOCTI. KommoHeHTamu
e(eKTUBHOI TPOTH/IT peasizallli MPOeKTy «PYChbKHU Mip» BBaXXaeMO PO3pOOJICHHS
HalllOHAIBHOI 1€ 3 ypaXyBaHHSAM CYyYaCHUX BUKIIMKIB Ta MPUIIJICHHS YBard 3aXUCTy
pEeNITiMHNX I[IHHOCTEH Ta YKpPAiHChKMX HAaIllOHAJhHUX Tpaauiliii. Benmka
MOMYJISIPHICTh COLIAILHUX Mepex 1 0morocepu, iX akTUBHE BUKOPUCTAHHS 3 METOIO
nporaraiiy, jaesiHdopmallii 4Yd BTPy4YaHHS B TMOJITHYHI TPOLECH JEp KaBU
3YMOBITIOIOTH HEOOX1JHICTh YCTAHOBHUTH 3aCa/lv iX MPABOBOT0O PETyIIOBaHHS. 30KpeMa,
BUJAETbCS  BAXJIMBUM  pO3MOYATH  CYCIUJIIbHE OOTOBOPEHHS  MOXKJIMBOCTEM
peryJIIoBaHHS JIsJILHOCTI 3 BEICHHS OJIOTIB MOJITHYHOI TemMaTuku. Ha Hamn morssiz,
NEPCHEKTUBHUM € MEXaHI3M ONOJIaTKyBaHHS OHJIAWH-MEJla PECYpCIB Ta IIsNIBHOCTI,
MOB’513aHOI 3 1X BUKOPWUCTAHHSM, a TAaKOX JEP)KABHOTO HATJIANY 3a IsUTbHICTIO
MOJIITUYHUX OJiorepiB, SKi MarOTh BeauKy ayautopito (Big 100 Tuc. mianmucHUKIB)
TOILIO.

3a pe3ynbTaTH MOCTKEHHS C(HOPMYIHLOBAHO IMPOIO3HINT 1 PEeKOMEHIAIl
CTOCOBHO BHECEHHSI 3MiH 1 JOMOBHEHb JI0 3HAYHOI KIJIbKOCTI HOPMAaTHUBHO-TIPABOBUX
aKTiB YKpaiHu, HanpsmiB, GopM 1 METOAIB MIsUIbHOCTI BIAMOBIAHUX CYO’€KTIB
peanizaiii QyHKIIi 1epxkaBu 13 3a0e3neueHHs 1H(opMaliitHoT Oe3neKu.
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AHOTAIII

lemuyk B.B. KoncturyniitHo-ipaBoBe 3a0e3rneueHHs iHdopmalliiinoi 0e3nexu
Cy4acHHX JIeprKaB: MOPIBHSJILHO-TIPABOBUI aHai3. — Pykomnuc.

Hucepramiss Ha 3400yTTS HAyKOBOIO CTENEHS JOKTOpa HOPUAMYHUX HayK 31
cnemianbHocTi 12.00.02 — xoHCTHTYMIITHE TIpaBO; MyHIinumaabHe mpaBo (081 —
[TpaBo). — Jlep:xaBHMI BHUINMK HaBUAJIbHHUM 3aKiaj «YKrOPOJICHKHIA HAIlllOHATbHHM
yHiBepcuTeT», Ykropon, 2020.

Jucepraiito TPUCBAYEHO OCHTIKEHHIO TEOPETUYHHX 1 MPAKTUYHUX THUTaHb
3a0e3neueHHs 1HMopMaliiiHoT Oe3neku K ¢GyHKII cydyacHHX AepkaB. Ha ocHOBI
NOPIBHSIBHO-TIPABOBOTO aHAJI3y MIXHApOIAHO-TIPABOBUX aKTIB Ta HAI[lOHAJIBHOTO
3aKOHO/IaBCTBAa YKpaiHH, 3apy0i’KHOr0 3aKOHOJABCTBA 1 JOCBIy BUOKPEMIICHO DS
Monenel 3abesnedeHHs 1H(oOpMaIliifHOI Oe3meKu, a TaKoX iX OCOOJIMBOCTI.
CdhopmMynboBaHO MPOMO3HINT Ta peKOMEHAAIIT 100 YIOCKOHAICHHS 3a0€3MeueHHs
1H(opmaniiiHo1 Oe3nekn Y KpaiHChKOi IE€p>KaBH B yMOBaX €BPOIHTErpaLii, IHTEpBEHI1]
Ta PO3BUTKY TJIO0AITBHOTO 1HPOPMAIIIHOTO TPOCTOPY.


http://www.indo.knu.ua/index.php/ua/

['onoBHuM HampsiMoM y peanizamii (yHKUii JepkaBu 13 3a0e3MeueHHs
1H(popMaliiHOT Oe3rekn € 3aXucT iHpopMaliitHoi chepu ocodbu Ta ii mpaB y HiH, ajie
Ha CbOTOJIHI B CUCTEMI IIEHTPAIbHUX OpPTaHiB Jep>KaBHOI BUKOHABUOI By Y KpaiHH
HEMae opraHy, BIANOBIAANIBbHOrO 3a 3abe3nedeHHs iHdopmaliitHoi 6e3rneku ocoou.
Tomy IpOMOHYEMO CTBOPUTH CHELIAbHUN HAIlOHAJIBHUN, KOJIETIAJIbHUI OpraH i3
3aXUCTy TMEPCOHANLHUX AaHUX — HallloHanbHy KOMICIIO 13 3aXHCTY MEPCOHAIBHHUX
TaHuXx. 11 dbopMyBaHHS CIIJI 3AIMCHUTH Ha 3acajax ONTHUMI3allli, €KOHOMIYHOI
JOILIBHOCTI, SIKICHOTO TEXHIYHOTO Ta KaJpoOBOro 3a0e3NeueHHd W IIMPOKHUX
NOBHOBaX€Hb. OCHOBHMMHM 3aBJAaHHSMHU IL[OTO OpraHy MalTh OYyTH: 3aXHCT MpaB
rpomMajsii y cdepi MepCcOHANbHUX JJaHUX, PETYJIIOBAHHSA 3aXHCTy MEPCOHAJIBHUX
JTAHUX, KOHTPOJIb Ta CAaHKIIi1, IHHOPMYBaHHS Ta OCBITA.

[epoueproBum 3axon0M MpoTuail iHGopmatiitHuM BruiuBam PO mae cratu
MOJIEpHI30BaHa CHCTEMa KOHTPIPOMAraHAUCTChKOI AisuibHOCTI. KommoHeHTamu
e(eKTUBHOI MPOTH/IT peasizallli MPOEeKTy «PYChbKUU Mip» BBa)XaeMO pPO3pOOJICHHS
HalllOHAJIBHOI 11€1 3 ypaXyBaHHSM CyYaCHUX BUKIIMKIB Ta MPUIIJICHHS YBard 3aXUCTy
peniriiHuX IIHHOCTEH Ta YKpPAiHCbKUX HAalllOHAJbHUX Tpaaullii. Benmka
MOMYJISIPHICTB COILIAIBHUX MEpeX 1 0orocdepu, iX akTUBHE BUKOPUCTAHHS 3 METOIO
npornaraijy, Ae3iHgopMalii Yu BTpy4YaHHS B TMOJITUYHI MPOLECH Jep>KaBH,
3yMOBITIOIOTh HEOOX1IHICTh YCTAHOBHUTH 3aCa iy iX IPABOBOT0O PETyIIOBaHHS. 30KpeMa,
BUJIAETHCS  BAXJIMBUM  pO3MOYATH  CYCHIJIbHE  OOTOBOPEHHS  MOKJIMBOCTEH
peryJIIoBaHHS JisJIbHOCTI 3 BEICHHS OJIOTIB MOJITHYHOI TemMaTuku. Ha Hamn morssiz,
NEPCIIEKTUBHUM € MEXaHI3M OMOAATKyBaHHs OHJIAMH-Me/la pecypciB Ta AISUIBHOCTI,
IOB’3aHOI 3 iX BUKOPUCTAHHSAM, a TAaKOX JEP’KaBHOTO HAIJSy 3a AISUIBHICTIO
MOJIITUYHUX OJorepiB, SKi MarOTh Belauky ayautopito (Big 100 Tuc. mianmucHUKIB)
TOIIIO.

3a pe3ynbTaTv MOCIKEHHS CHOPMYIHOBAHO IMPOIO3HINT 1 PEKOMEHAI1
CTOCOBHO BHECEHHSI 3MiH 1 JIOTIOBHEHb JI0 3HAYHOI KUIBKOCTI HOPMATHBHO-TIPABOBHUX
aKTIB YKpaiHM, HanpsmiB, GopM 1 METOAIB MIsUIbHOCTI BIAMOBIAHUX CYO’€KTIB
peamizanii QyHKIIT AepKaBH 13 3a0e31meueHHs 1HPOPMAITIfHOT OE3MeKH.

Kniwwuosi cnoea: o6esneka, ingopmayitina 6e3nexa, iHgopmayitine npaso,
iHghopmayitini npasosioOHOCUHU, 3azpo3u, IHopmayitiHa noximuxa, iHGopmayiline
3aKOH00a8CmBe0, KOHCcmumyyiine npaeo, Kibepoesnexa, Kibepzazposu, NOpiGHATbHUL
aHani3, €6POIHMe2payisi.

Ilemuyk B.B. KoHcTuTynroHHo-nipaBoBoe obOecrnieueHre WHGOPMALIMOHHON
0€30MMacHOCTH COBPEMEHHBIX TOCYIAapCTB: CPAaBHUTEIIbHO-TIPABOBOM aHAIU3. —
Pyxkonucse.

Juccepranysi Ha COMCKAHUE YUYEHOM CTENEHHU JIOKTOpa IOPUIUYECKUX HAYK IO
cnenuanbHoCcTH 12.00.02 — KOHCTUTYIIMOHHOE MPaBo; MyHUlMNadbHoe npaso (081 -
npaBo). — locymapcTBeHHOe BhIcIIee y4eOHOE 3aBeleHuE «YKTOpOACKUU
HAalMOHAJIBHBIN YHUBEPCUTETY, Ykropon, 2020.

Jluccepranusi TMOCBSIIIIEHA MCCIENOBAHUIO TEOPETUUYECKUX U TPAKTUUYECKUX
BOIIPOCOB  oOecrieueHus  MHPOPMAITMOHHON  0e30macHOCTH  KaKk  (DYHKIIUH



COBPEMEHHBIX rocynapcTtB. Ha oOcCHOBE CpaBHUTEIBLHO-IIPABOBOTO  aHAJIU3a
MEXAYHAapOJHO-IIPABOBbIX AKTOB M HAIMOHAJIBHOIO 3aKOHOMNATENIbCTBA YKPAWHBI,
3apy0eKHOTO 3aKOHOJATEIhCTBA M COOCTBEHHOI'O OIbITa BBIJCIEHBI P MOJENIeH
obOecrnieueHusi HWHGOPMAITMOHHON 0€30MacHOCTH, a Takke HUX OCOOCHHOCTH.
ChopmynupoBaHbl MPEANOKEHUS M PEKOMEHJAIMU [0 COBEPILIEHCTBOBAHMIO
obecnieueHus: HMHGOPMAIMOHHON 0E30MACHOCTH YKPaMHCKOTO TOCyJapcTBa B
YCIOBUSIX  €BPOMHTErpalMd,  WHTEPBEHIMM W Pa3BUTUS  DIOOAIBHOTO
MH(OPMALIMOHHOTO TPOCTPAHCTBA.

[maBHBIM HampaBiIeHUEM B peanu3anuy (yHKIUHA TOCYIapcTBa Mo 00eCTIeYeHUT0
WH(OPMAIIMOHHON 0€30MacHOCTH  SIBJISIETCSl  3aluTa  WHOOPMAIMOHHON Ccdepsl
YeJIOBEKa W €ro npaB B HEW, HO CEroJHs B CHUCTEME IEHTPAJIbHBIX OPraHoB
VCIIOJIHUTEIIBHOM BJIACTM  YKpPauHbl OTCYTCTBYET OpraH, OTBETCTBEHHBIH 32
obecneueHue UHPOPMALIMOHHON O€30MaCHOCTH JIMUYHOCTH. B cBsi3U ¢ ueM npeanaraem
CO3/1aTh CHEIUAlbHBIM HAIMOHAJIBHBIN, KOJJIETHAIbHBIA OpraH MO 3alluTe
NEPCOHANBHBIX JaHHbIX — HallMOHANbHYI0O KOMHUCCHIO MO 3allUTe MNEePCOHATbHBIX
naHHBIX. Ee ¢opMupoBaHue creayeT OCYIIECTBUTh HAa OCHOBE ONTUMHU3AIUH,
HPKOHOMHUYECKOW 11eJIeCO00Pa3HOCTH, KAaueCTBEHHOTO TEXHUYECKOTO U KaJIpOBOTO
o0ecreyeHus ¥ IUPOKUX MOTHOMOYM. OCHOBHBIMHU 33/1a4aMH 3TOTO OpraHa J0JKHbI
ObITh: 3alIMTa MpaB TpaXkIaH B cdepe MepCOHATIbHBIX NAaHHBIX, PEryJUpPOBaHUS
3aIUTHl TIEPCOHAIBHBIX JIAHHBIX, KOHTPOJIb M CAHKIHUH, HHPOPMUPOBAHHE WU
oOpa3oBaHue.

[TepBoouepeHOM MEPO TPOTUBOACHCTBUS HH(OPMAIIMOHHBIM BO3/IeHCTBHsIM PD
JIOJI’KHA CTaTh MOJIEPHU3UPOBAHHAS CUCTEMA KOHTPIPONAraHANCTCKOMN JIeATeIbHOCTH.
Komnonentamu 3@ QpeKTUBHOrO MPOTUBOACHCTBUS pealn3alid MPOEKTa «PYCCKHl
MHUDP» CUMTAEM pa3padOTKy HAMOHAIbHOW MJIEU C YUYETOM COBPEMEHHBIX BBI30BOB U
yeJICHHe BHUMAHUS 3alIUTE PETUTHO3HBIX IIEHHOCTEN M YKPAUHCKUX HAIIMOHATBHBIX
Tpaauluii. bosblias nomynspHOCTh COIUATIBHBIX CETeil U Oorocdepsl, UX aKTUBHOE
UCIIOJIb30BaHUE B LEJSAX MponaraHjabl, JAe3uH(OpMalMM WM BMENIATENbCTBA B
NOJUTUYECKHE  MPOIECChl  TOCyJapcTBa  IPENONpeaeisieT  HEOoOXOAUMOCTh
YCTaHOBJICHHSI OCHOB HMX IPAaBOBOTO PETyIHpPOBaHUSA. B yacTHOCTH, mpeAcTaBiIsieTCs
BAXXHBIM HayaTb OOILECTBEHHOE OOCY)XJAEHHUE BO3MOXHOCTEH peryJaupoBaHUs
NESATENbHOCTH MO BEAEHUIO OJOroB MOJUTHYECKOM TeMaTtuku. Ha Ham B3msg,
MEPCTIIEKTUBHBIM SBIISIETCS MEXaHHM3M HaJOTOOONIOKEHHS OHJIAMH-MeIMa PEeCypcoB H
NEeSITENILHOCTH, CBA3aHHOM C MX MCIOJIb30BAHUEM, a TAKXKE TOCYAapCTBEHHOIO Ha/130pa
3a IESITEIbHOCTBIO MOJIUTHYECKUX OJI0repoB, MMEIOIUX Ooublyio ayauToputo (ot 100
TBIC. TIOATTUCYUKOB), U JIp.

Anamu3  JlokTpuHbl MHGOPMAIMOHHON 0€30MacCHOCTH YKpauHbl MO3BOJIHII
YCTAHOBUTh €€ TEXHUKO-IOPUIUMYECKHE HEJOCTATKH, a WMEHHO: COJEpP)KATEIbHBIC
MOBTOpPEHUS, o0mme  (HOPMYIUPOBKH, AyOJUPOBAHWE  TOJOKECHHH  JIPYTHX
HOPMAaTHBHO-TIPABOBBIX akTOB. KpoMe TOoro, oOHapyXeHbl M KOHIIETITyaJIbHBIC
HEJOCTATKU A3TOr0 JOKTPUHAJIBHOIO JOKYMEHTA: MPUMEHEHHE Y3KOro IMOoJAXoaa K
oObEeKTaM MexaHu3Ma oOecredyeHHus MH(POPMALMOHHON 0€30MacCHOCTH JHUYHOCTH;
HAJIMYKUE TPOTHUBOPEUYM W MyONMpOBAHUS TOJOKEHUU B TEPEYEHb HAIMOHAIBHBIX



UHTEPECOB B HH(OpPMAIIMOHHON cdepe; MONyIIeHHE MOBTOPEHHUM, HEMOIHOTHI
NEpPEeYHsi, TEPMUHOJIIOIMYECKON HEONPENEICHHOCTH NPU  BBIJCICHUH  YyIpO3
UH(GOPMAIIMOHHON 0€30MacHOCTH TOCYAAapCTBa; HU3JIOKEHUS JIOKHOTO aHalu3a
cutyauud B cdepe HHPOpMAIMOHHOW OE30MACHOCTH TOCYIAapCTBA; OTCYTCTBUE
MOJIOKEHU O CHeUaIbHBIX HH(OPMALIMOHHBIE ONEPALIUU.

s oOecrieuennsi WHGOPMAIMOHHON 0O€30MAaCHOCTH YKpPauWHbI, B YCIIOBUAX
ruOpugHoi arpeccuu PO kpaifHe BakHOE 3HAYEHUE MMEET 4YeTKas perjaMeHTaIus
npoBe/ieHNsT MH(GOPMALIMOHHBIX ONepaluii B MUPHOE M BOeHHOe BpeMmda. [losTomy
CYIIECTBYeT MOTPEOHOCTh B Pa3pabOTKE KOMIUIEKCHOTO HOPMAaTHBHOTO aKTa O
MPOBEJICHNN CHEIUAIbHBIX HHGOPMAIMOHHBIX omepauuidi. Ha Ham B3I,
HOPMaTUBHO-TPABOBOM aKT 00 MH(POPMALIMOHHBIX ONEPALIMH CIIEAYET pa3padboTaTh Mo
o0pa3iry amepukanckoit tokTpunbl « Mupopmannonusie oneparum» (JP 3-13).

HopmaruBHO-nipaBoBas COCTaBJISIOILAS MEXaHHU3Ma oOecrieueHus
MH(OPMALIMOHHON  0€30MacCHOCTH  KOHCTUTYLUMOHHOTO TOCydapcTBa  YKpauHa
BBINIOJIHSAET P 3a/Jady: OT ONPEJEIeHUs OPraHU3allMOHHOIO CTPOEHUS 3TOro
MEXaHU3Ma, pEryJlMpOBaHUSA JESITEIBHOCTH €ro CyOBEKTOB U K OOECIEUEHUIo
3aKOHHOCTH €ro QyHKIIMOHUPOBaHUsA. OCHOBHBIM HaIlpaBICHUEM COBEPILIEHCTBOBAHMUS
HOPMAaTUBHO-NIPABOBOM  COCTABIIAIONIEH  yKa3aHHOTO  MEXaHHM3Ma  CUUTaeM
CUCTEMATHU3alMI0, KOTOpas IO3BOJIUT PEIIUTh MpoOIeMy TEPMHUHOIOIHYECKON
HECOIIACOBAHHOCTH, YCTPAHUTh MPOTHBOPEUMS] MEXKJIYy aKTaMu pa3IundHON
IOPUINYECKON CUJIbI U 00€CTIEYUTh EAMHCTBO HOPMATUBHO-IIPABOBOT'O MOJIS.

[To pe3ynbraram uccieaoBaHus CHOPMYIUPOBAHBI MPEATOKEHHS U PEKOMEHAAINN
110 BHECEHUIO U3MEHEHUI U JOINOJIHEHUH K 3HAYUTEIbHOMY KOJINYECTBY HOPMAaTHBHO-
IPaBOBBIX AaKTOB YKpaWHbl, HampaBieHU, ¢GopM U METOAOB JACSATEIbHOCTH
COOTBETCTBYIOIIMX CYOBEKTOB pean3alui (PyHKIHH TOCYAapCTBa MO OOECIEUEHHIO
nH(OPMAIIMOHHON 6€30TTaCHOCTH.

Knrwueevie cnosa: bezonacrocme, ungopmayuonnas  6e30nacHOCmby,
ungopmayuonnoe - npaso, uHopmayuonnvie  NPABOOMHOWEHUS,  VePO3bl,
uHopmayuoHHasl NnoAUMuUKaA, ungopmayuonHoe 3aKOHO0AMENbCMEO,

KOHCMUMYYUOHHOEe Npaso, Kubepbe3onacHocmo, Kubepyeposvl, CPAGHUMEIbHBILL
AHANU3, eBPOUHMESPAYUA.

Shemchiuk V. V. Constitutional and legal support of information security of
modern states: comparative legal analysis. - Manuscript.

The doctoral dissertation for Doctor in Law scientific degree on a specialty
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The dissertation is dedicated to the study of theoretical and practical issues related
to information security as a function of modern states. Based on the comparative legal
analysis of both international legal acts and national legislation of Ukraine, foreign
legislation and experience, several information security models as well as their features
are identified. The suggestions and recommendations for improving the information



security of the Ukrainian state in the context of European integration, intervention and
development of the global information space have been stated.

The main area in the implementation of the information security state function is
the protection of the information field of a person and his or her rights in it, but today
there is no body responsible for information security in the system of central bodies of
state executive power of Ukraine. Therefore, we propose to establish a specialized,
national, collegial body for personal data protection - the National Commission for
Personal Data Protection. Its establishment should be carried out based on
optimization, economic feasibility, quality technical and personnel support as well as
wide powers. The main tasks of this body should be as follows: protection of the rights
of citizens in the field of personal data, regulation of personal data protection, control
and sanctions, information and education.

A priority measure to counteract Russia’s informational influences should become
a modernized system of counter-propaganda activities. We believe that the
development of a national idea taking into account modern challenges and focusing on
the protection of religious values and Ukrainian national traditions should be the
components of effective counteraction to the implementation of the “Russkyi Mir”
project. The great popularity of social networks and the blogs, their active use for
propaganda, misinformation or interference in the political processes of the state, lead
to the necessity of the establishment of their legal regulation principles. In particular,
it is essential to start a public discussion on the possibilities of regulating political
blogging. In our point of view, the mechanism of taxation of both online media
resources and activities related to their use, as well as state supervision over the
activities of political bloggers, having a large audience (from 100 thousand
subscribers), etc., seems the most advanced.

According to the study results, the suggestions and recommendations concerning
changes and amendments to a large number of legal acts of Ukraine as well as areas,
forms and methods of the activities of relevant state bodies in the field of provision of
state functions on information security have been stated.

Key words: security, information security, information law, information legal
relations, threats, information policy, information legislation, constitutional law,
cybersecurity, cyber threats, comparative analysis, European integration.
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