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Baenenue

BBEJEHUE

B nocobun u3noxxeHsl MaTepHaibl NPAaKTHUECKON YacTH Y4eOHOTO
kypca «MccnenoBanue u paspaboTka MHOOPMALMOHHBIX TEXHOJIOTHH
JUTST MHTEJUIEKTYalIbHBIX DHEepreTudecknx uHppacTpyktyp» (Research
and Development of ITs for Smart Energy Infrastructures),
MOJTrOTOBJIGHHOT'O JJIs1 ACTIUPAHTOB B paMKax npoekta Green Computing
and Communication (reference number 530270-TEMPUS-1-2012-1-
UK-TEMPUS-JPCR).

Kypc mocBsimeH MeTonoJOrMM W TMPaKTHKE OICHUBAHUS,
oOecrieyeHus1 0E30MACHOCTH HMHTEIUIEKTYaJbHBIX JHEPreTHUECKUX
WHPPACTPYKTYp KaK HOBOTO TIOKOJCHHS OHHEProdPQGEeKTUBHBIX H
sHeprocOeperalonx  CHCTEM,  HalpaBICHHBIX  Ha  pelICHHUE
CYLIECTBYIOLINX 3KOJIOTHIECKUX IPOOIIeM.

B mocobun mpuBOAATCS ONMCAaHHUE CEMUHAPOB, MPAKTUKYMOB, B
MPUIOKEHUSIX M3II0KEHBI yueOHasi mporpaMma Kypca U METOJHUYECKHE
PEKOMEHAINH 10 CaMOCTOSTEIbHOMY M3YUEHHIO MaTepPHUajIoB Kypca.

B nepBom pazznene npuBeneHb! MaTepUabl CEMUHApa 1o 0030py U
NPUMEHEHUIO  METOIOB  aHanmnM3a  OE30MacHOCTH M PHCKOB
UHTEIUICKTYalIbHBIX ~ JHeprerndyeckux  uHppactpykryp  (MBN).
Teopernueckuii MaTepuan COAEP>KUT KPaTKOe ONMCaHUE CMapT IPHI, KaKk
MpUMep peaTu3anni ‘‘3eNIeHoi” HWHQPPACTPYKTYPhl, CO3[aHHEe KOTOPOH
HaIpaBJICHO Ha PEllIeHNE KOJIOTUUECKUX MPOOIIeM, CHIKEHUE “‘Harpy3ku’”
Ha TPUPOJHYIO cpedy. BbIcokuil ypoBeHb WHTEIUIEKTYaln3aluu
MHQPACTPYKTYPhl HE CHIDKAET PHCKOB, CBSI3aHHBIX C HAJEKHOCTBIO U
0e30MMacHOCTBI0 €e CUCTEM M KOMIIOHEHTOB. B pasnene mposenen 0030p
OCHOBHBIX METOJIOB pUCK aHanmm3a DU, a Takke onvcaHue ceMUHapa_o
MIPUMEHEHUIO METOAOB pHUCK aHanu3a MOU.

IlepBBIit  pa3men COmEPKHUT TakKe OIMCAHWE TPAKTUKyMa,
HAIpaBIeHHOTO HA M3YyYEHHE CPEACTB MMHUTAIMOHHOTO MOAETHPOBAHUS
napamerpoB DU ¢ ucnons3oBanrem BeO yrrintel GRID LAB. 3nanus,
NOJIydEeHHBIE TIOCJIE€ BBINONHEHHS IPAKTUKYMa, HCHOIB3YIOTCS TIpH
BBITIOJTHEHUH TPEX JTA00PaTOPHBIX PabOT, OMHCaHNE KOTOPHIX MPUBEIECHO B
TIEPBOM pasJiere.

Bo BropoM pasgene mnpeacTaBieH MNPAaKTUKyM 10 aHAINU3Y
6e3omacHoctr cucteM B MOU ¢ uCronb30BaHUEM HEYETKOW JIOTHKH.
IMpaktukym ocHoBaH Ha mnpuMeHennun Fuzzy Logic Toolbox,
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Baenenue

MO3BOJIAIOLIETO MPOBECTH OLIGHKY O€30MacHOCTH C MCIOJIb30BAaHHUEM
OKCIEPTHBIX JaHHBIX. L3/10)KEHBl OCHOBHbBIE TIOJIOKEHHUS aHaln3a
0€30MacHOCTH C KCHOJB30BAHMEM HEYETKHX IIOJIXOJOB, MOKa3aHbl HX
MperMylecTBA M HEAOCTAaTKHU. l3nokeHa MeTonuKa NpPUMEHEHUS
HEYETKOH JIOTHKH NPH PEILCHUH 3aJa491 OLICHUBaHUs O€3011aCHOCTH.

Tpetuil pazzmen COACPXKUT MNPAKTHUKYM IO AaHAJU3y pHUCKOB
uHpopmanonHoit 6e3onacHocty UYC B pamkax MDU. IlpuBenen
0030p metomoB ananm3a b MYC B UDU. IlpakTtukym OcHOBaH Ha
UCIIOJIb30BaHUN MeToza aHaiu3a puckoB UMb, ocHoBHOe cozepkaHue
KOTOpOTO TMpHUBENEHO B JaHHOM pasjene. MeTox OCHOBaH Ha
nocTpoeHuu rpada, cBs3bIBarolIero BakHbie Kubep aktuBbl UYC.
Meton mo3BONIAET OLEHWUTH CBS3M Mexay cocrosHusmu Kb Beex
aktTuBoB MUYC m ompenenuts uUX HM3MEHEHHWE NpPHU BO3HUKHOBEHHUHU
PUCKOB M Yrpo3 KaxaoMmMy akTuBy. lIpakTukym mnpegycmaTpuBaeT
noctpoenue rpada ans aHanumza Wb cucreM, mpeanoXeHHBIX IS
aHamM3a KaXAOMY CTyIOeHTy. PucyHku, TaOmnuuel ¥ (opmymsl s
y100cTBa HyMepYIOTCs B Ipe/iesiaX KakJoro pasjena.

Kuura mnpesnasHaueHa [Ji1 MarducTpaHTOB UM aCHHPaHTOB
YHHUBEPCUTETOB, OOydyaroIIUXcsi MO  KOMIBIOTEPHBIM  HayKaw,
KOMIIBIOTEPHOM M MPOTpaMMHOM MH)KEHEPUH TPU H3YUEHHH METOJOB
OIICHUBAHUSI U o0ecreyeHus] SHeprodpPEeKTUBHOCTH M 0€30MacHOCTH
NDU, ux xubepOezomacHOcTH. MOKET OBITH IOJIE3HA TAKXKE IS
MIperoaBaTesieil COOTBETCTBYIOIINM KYPCOB.

[MocoOue mMONrOTOBIEHO JIOIEHTOM Kadeapbl KOMIBIOTEPHBIX
cucteM U cerel HalmoHalbHOrO a’pOKOCMHYECKOIO YHHBEPCHUTETA
um. H.E. XKykosckoro «XAW» k.T.H., c.H.c. bpexxneBsim E.B. Obmee
pellakTHpOBaHUE MPOBEACHO 3aBEIYIOLINM 3TOH Kadeaphl I1.T.H., Mpog.
Xapuenko B.C. [Iporpamma kypca pazpadotaHa COBMeCTHO bpexHeBbIM
E.B. u Xapuenko B.C.

ABTOp BBIpaXkaeT OJaromapHOCTh pELEH3EHTaM, CTyJeHTaM
kadeapbl KOMIBIOTEPHBIX CETEH U cucTeM, cTyaeHTaM bporesan E.B.,
Kapnenko A.C., KpuBopyuko H.B. 3a nmoMomp M KOHCTPYKTHBHBIE
NPEIJIOKEHNS, KOTOpble BBICKAa3bIBAIMCh B IIpolecce OOCYKICHHMS
MPAKTHYECKON YaCTH JAHHOTO Kypca.
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Brezhnev E. V. Research and Development of Information
Technologies for Smart Energy Infrastructure. Practicum / Edited
by Kharchenko V. S. — Kharkiv: National Aerospace University named
after N. E. Zhukovsky “KhAI”, 2016. — 130 p.

ISBN 978-966-662-717-5

Practical materials of study course “Research and Development of
Information Technologies for Smart Energy Infrastructure” given in this
book are developed within project Green Computing and
Communication (reference number 530270-TEMPUS-1-2012-1-UK-
TEMPUS-JPCR).

The course is devoted to the methodology and practice of risk
assessment and safety assurance of critical energy infrastructures (smart
grid). In terms of methodology the following were given: syllabus,
description of seminars, practical works and recommendations for
independent learning of course.

The book is supposed to be used by PhD students of universities that
study computer science, computer and program engineering when
studying methods and tools for safety, risk assessment and assurance of
smart grid. It could be very useful for lecturers and professors who
conduct classes on corresponding courses.

Ref. — 51 items, tables-17, figures — 50
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[Ipunoxxenue. Yuebnas nporpamma

I[MTPUJIOXEHUE. YUEGHA I IPOTPAMMA
DESCRIPTION OF THE COURSE

TITLE OF THE COURSE Code
PhD6. Research and Development of I'Ts for Smart

Energy Infrastructures

Teacher(s) Department

Coordinating: Dr. Brezhnev Eugene

Computer Systems and
Networks

Study cycle Level of the module | Type of the module
PhD A Full-time tuition
Form of delivery Duration Language(s)
Full-time tuition One semester English
Prerequisites
Prerequisites: Co-requisites
— Computer Systems and System (if necessary):
Analysis;

— Probability Theory and Foundations
of Mathematical Statistics;

— Reliability Theory Foundations;

— Mobile application Foundations;

— Modelling Foundation knowledge
and skills.

Credits of the | Total student | Contact hours Individual
module workload work hours
3 90 46 44
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[Ipunoxxenue. Yuebnas nporpamma

Aim of the module (course unit): competences foreseen by
the study programme

The aim of course is to create a knowledge acquisition about
information technologies (IT) of smart energy infrastructures (SEI)
safety and security analysis and modelling. Acquisition of knowledge,
engineering methodology on SEI analysis and skills for application
and development ITs of SEI safety&security by use of modern

methods and techniques.

Learning outcomes of Teaching/learning Assessment
module (course unit) methods methods
At the end of course, the
successful student will be | Interactive lectures,
able to: Learning in | Module
1. Analyze and evaluate the | laboratories, Evaluation
main features and | Just-in-Time Questionnaire
underlying IT of SEI | Teaching
Synthesize information
2. Assimilate, evaluate and Interagtlve lectures,.
: ) Learning in | Module
analyze information related . .
; : laboratories, Evaluation
to risk, safety and security N . .
. Just-in-Time Questionnaire
analysis of SEI .
Teaching
I ive |
3. Use methods for safety nteras:tlve ectures,-
. . Learning in | Module
and security analysis for . .
solving the practical tasks laboratories, Evaluation
Just-in-Time Questionnaire
Teaching
Interactive lectures,
4. Use the simulation tools Learmng' n Module.
. . laboratories, Evaluation
for SEI behavior analysis . . .
Just-in-Time Questionnaire
Teaching
Interactive lectures,
5. Use the tools for network | Learning in | Module
and systems security | laboratories, Evaluation
analysis Just-in-Time Questionnaire

Teaching
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6. Analyze the modern IT

Interactive lectures,

systems and networks in Learning in | Module
rZs ect to their cvber laboratories, Evaluation
P . y Just-in-Time Questionnaire
vulnerabilities k
Teaching
Contact work hours | Lime and tasks for
individual work
Themes

Lectures

Consultations

Seminars

Practical work
Laboratory work
Placements
Total contact work
Individual work

Tasks

Module 1 Methods of Risk Assessment and Simulation of Smart

Energy Infrastructures (SEI)
1. Introduction in 2 2 | 4 (1.4 Key
smart energy Information
infrastructure as a new and
green energy Communication
infrastructure technologies
1.1 General overview (data
characteristics of communication
course and specialty. s, including
Basic conceptions and Mobile
definitions of smart applications,
energy infrastructure Control
1.2 Smart energy automation
infrastructure technologies,
challenges (Wide-area etc.)
disruptive events, 1.5 Smart grid
including natural regulatory
events, cascading domain

accidents, and co-
ordinated cyber and
physical attacks).
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1.3 Smart grid
vulnerabilities.
Interdependencies
analysis of the SEI and
critical infrastructures.

2. Smart energy
infrastructure
modeling approaches
2.1 Classification of
existing methods for
SEI simulation
(economic theory
based approaches,
network based
approaches, and others)
2.2 Real-Time SEI
Simulation

2.3 Models Shortage,
areas of application

2.4,
Comparison of
empirical
approaches,
agent based
approaches

3. Smart energy
infrastructure risk
assessment and
analysis

3.1. SEI risk analysis
framework

3.2 SEl risk analysis
methods and tools.
Advantages and
shortages

3.3. SEI simulations
tools

12

18

In total per module

12

22
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Module 2 Fuzzy Methods and Information Technologies for Safety-
Oriented Analysis of Smart Energy Infrastructures

1 Overview of SEI 2 6 |1.4 Soft
fuzzy safety analysis computing for
methods SEI analysis.
1.1Foundation of fuzzy Computing
sets for engineering with words
1.2 Analysis and

classification of

existing fuzzy methods

and approaches for

safety assessment

1.3 Methods

Limitations,

peculiarities of

application

2. Fuzzy 2 6 (2.4 Application|
probabilistic safety of fuzzy
assessment of SEI probabilities
2.1 Introduction to for SEI
Fuzzy probability. decision

2.2 Operation with making
fuzzy probabilities

2.3 Application of

fuzzy probabilities for

SEI safety assessment:

Case —study

3. Overview of SEI 2 6 6 |3.4 Software
tools for fuzzy safety for Soft
analysis. Computing

3.1 Classification of
existing tools for fuzzy
safety assessment

3.2 Fuzzy Systems
Software: Taxonomy,
Current Research
Trends and Prospects
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3.3 Case study:
application of fuzzy
tools for SEI accident
analysis

In total per module | 6 6 12 | 18

Module 3 Methods and Information Technologies for Security-

oriented analysis of Smart Energy Infrastructures
1. Security challenges | 2 6 |1.4 SEI
in SEI protocol and
1.1 Potential cyber architecture
security threats for SEI overview
1.2 SEI vulnerabilities
classification
1.3 Attack prevention
and defense
2. Methods of SEI 2 6 24
security analysis Comparative
2.1 Methods analysis of SEI
classification security
2.2 Overview of analysis
qualitative methods for methods
SEI security analysis
2.3 Overview of
quantitative methods
for SEI security
analysis
3. Tools for SEI 2 6 6 |3.4 SEI safety
security analysis and security co
3.1 Existing tools —analysis:
classification possible
3.2 Tools shortage and methods and
limitations approaches
3.3 Tool-based Case
study development
approach
In total 6 6 12 | 18
Total/per course |18 4 [12]12 46 |44
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Wei
Assessment ght | Dead o .
: . Assessment criteria
strategy in lines
%
Lecture activity,| 10 7,14 |85% — 100% Outstanding work,

including
fulfilling  special
self-tasks

showing a full grasp of all the
questions answered.

70% — 84% Perfect or near perfect
answers to a high proportion of the
questions answered. There should be a
thorough understanding and
appreciation of the material.

60% — 69% A very good knowledge
of much of the important material,
possibly excellent in places, but with a|
limited account of some significant
topics.

50% — 59% There should be a good
grasp of several important topics, but
with only a limited understanding or
ability in places. There may be
significant omissions.

45% — 49% Students will show some
relevant knowledge of some of the
issues involved, but with a good grasp|
of only a minority of the material.
Some topics may be answered well,
but others will be either omitted or
incorrect.

40% — 44% There should be some
work of some merit. There may be a
few topics answered partly or there
may be scattered or perfunctory)
knowledge across a larger range.
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20% — 39% There should be
substantial deficiencies, or no answers,
across large parts of the topics set, but
with a little relevant and correct
material in places.

0% — 19% Very little or nothing that
is correct and relevant.

Learning
laboratories

in|

30

7,14

85% — 100% An outstanding piece of
work, superbly organized and
presented, excellent achievement of]
the objectives, evidence of original
thought.

70% — 84% Students will show a
thorough understanding and
appreciation of the material, producing]
work without significant error o]
omission. Objectives achieved well.
Excellent organization and|
presentation.

60% — 69% Students will show a clear
understanding of the issues involved|
and the work should be well written|
and well organised. Good work
towards the objectives.

The exercise should show evidence
that the student has thought about the
topic and has not simply reproduced|
standard solutions or arguments.

50% — 59% The work should show|
evidence that the student has 4
reasonable understanding of the basic
material. There may be some signs of]
weakness, but overall the grasp of the
topic should be sound. The
presentation and organization should
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be reasonably clear, and the objectives
should at least be partially achieved.

45% — 49% Students will show some
appreciation of the issues involved.
The exercise will indicate a basic
understanding of the topic, but will not
have gone beyond this, and there may|
well be signs of confusion about more
complex material. There should be fair
work towards the laboratory work
objectives.

40% — 44% There should be some
work towards the laboratory work]
objectives, but significant issues are
likely to be neglected, and there will be
little or no appreciation of the
complexity of the problem.

20% — 39% The work may contain|
some correct and relevant material, but|
most issues are neglected or are
covered incorrectly. There should be
some signs of appreciation of the]
laboratory work requirements.

0% — 19% Very little or nothing that
is correct and relevant and no real
appreciation of the laboratory work
requirements.

Module
Evaluation Quest

60

8,16

The score corresponds to the
percentage of correct answers to the
test questions
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Year elji(;g:ca Place of printing.
Author of Title P Printing house or
. lor . c
issue internet link
volume
Compulsory literature
Ed. by 2014 |Green IT- National
V. Kharchenko Engineering. Aerospace
;fqlum? 1. University
rinciplies, “KhAI”
models,
HW&SW
E. Brezhnev 2012 |An approach for |Volume [Information&Secu
assessing of 28, rity. An
Common Cause | mber 1 [International
Failures in Journal. Critical
Critical infrastructure
Infrastructure safety and security
V. Kharchenko, (2012 |Formalizing An Information &
E. Brezhnev Power Grid Internatio|Security
Influence to nal
Assess the Safety
Journal
of Nuclear Power|
Plants 28, no. 1
V. Kharchenko, 2013 |Power Grid Proceedings of
E. Brezhnev Safety The Third
Assessmen International
Conference on
Based on p
L erformance,
Linguistic Casual Safety and
Network Under Robustness in
Uncertanties Complex Systems
and Applications
E. Brezhnev 2014 [Probabilistic Accessio |Digital
network —based |n Technologies
approach to Number: [(DT), 10th
infrastructure 14502144|International
safety assessment conference,
with human INSPEC
factor
consideration
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V. Kharchenko, {2013 |Critical New results in
E. Brezhnev infrastructures Dependability &
safety assessment Computing Syst
combining fuzzy Springer
models and BBN International
under Publishing,
uncertainties Switzerland,2013,
pp.245-254
V. Kharchenko, |2012 [BBN-based IEEE East west
E. Brezhnev approach for design & test
assessment smart symposium
grid and NPP
interaction
V. Kharchenko, 2012 |Grid safety Dependable
E. Brezhnev analysis based on systems, services
linguistic BBN and technologies
(Dessert, 2012)
V. Kharchenko, 2012 |Grid safety Ne 7(59) |PamioenexkTpoHHi i
E. Brezhnev analysis based on KOMIT IOTepHi
linguistic CHUCTEMHU
Bayesian
networks
V. Kharchenko, {2012 BBN-based IEEE EAST-
E. Brezhnev Approach For WEST DESIGN
Assessment of & TEST
Smart Grid And SYMPOSIUM
Nuclear Power
Plant Interaction
Brezhnev E 2013 [Multi-factor Proceeding of the
analysis of 3rd International
critical Workshop
infrastructure “Critical
safety: BBN- Infrastructure
based approach Safety &
Security”
V. Kharchenko, |2013 (The approach for Proceeding of the
E. Brezhnev. cyber common 22nd SRA-E

cause failures

Conference (Safe
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risk assessment
of smart grid
substation with a
critical load

societies 2.
Coping with
complexity and
major risk

V. Kharchenko, {2015 |Smart Grid ESREL 2015 25th
E. Brezhnev Substation European Safety
Availability and Reliability
Assessment: Conference /
Proceeding of the
g
Recovered MSS- 25th European
Based Approach Safety and
Reliability
Conference
V. Kharchenko, 2015 |Cyber diversity Proceedings of
E. Brezhnev for digital CSCC/INASE,
substations under Zakynthos Island
uncertainties: /Recent Advances
assurance and in Computer
assessment/ Science, ISBN:
978-1-61804-320-7
Additional literature
Jonsson H. 2007 |Risk and Department of
Vulnerability Safety
Analysis of Engineering and
Complex _ Svstem Safet
Systems. A basis ystem-satety
for proactive Facglty O.f
emergency Engineering
management,
F. Di 2008 |Architecting Vol. Lecture Notes in
Giandomenic Dependable 5135,5 |Computer Science
Systems
F. Di 2004 |Dependability  |Vol. 53, [IEEE Transactions
Giandomenic Modeling & N. 4 on Reliability,
Evaluation of
Multiple-
Phased Systems
using DEEM in
'Vidmar P. 2005 |Deterministic ~ |[Ne 23(2) [Risk analysis.

approach in
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tunnel safety

assessment
F. Di 2005 |A Modeling Vol. 10, |Journal of the
Giandomenic Methodology for |N. 3 Brazilian
Hierarchical Computer Society,
control Systems special Issue on
and Dependable
its Application Computing
L. Nordstrom 2008 |Assessment of |[Issue 3 |I[EEE Transactions
Information on Power Delivery]
Security Levels
in Power
Communication
Systems Using
Evidential
Reasoning
Zadeh L. 1965 |Fuzzy sets Vol. 8. |Inf. Control.
Setola, R., De {2009 |Critical V.2 International
Porcellinis, S. & infrastructure Journal of Critical
Sforna, M. dependency Infrastructure
assessment using Protection
the input-output
inoperability
model.
Svendsen, N.K. 2007 |Connectivity #12 Information
& Wolthusen, models of Security Technical
S.D. interdependency Report

in mixed-type
critical

infrastructure

networks.
Bensi, M.T., Der|2009 |A Bayesian Proceedings of
Kiureghian, A. Network Winter Simulation

& Straub, D

Framework for
Post-earthquake
Infrastructure

System

Conference
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Performance
Assessment.
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